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1 Introduction

As rst discovered by Shannon [Sha49] for the case of encryjin, most interesting cryptographic
tasks are impossible to achieve with absolute, informatiortheoretic security. Thus, modern cryp-
tography aims to design protocols that are computationally intractable to break. Speci cally,

following Di e and Hellman [DH76], this is typically done by showing that breaking the protocol is
as hard as some intractable problem from complexity theory.Unfortunately, proving lower bounds
of the sort needed seems beyond the reach of current techniga in complexity theory, and indeed
would require at least proving P 6 NP .

Given this state of a airs, research in the foundations of ciyptography has aimed to design
cryptographic protocols based on complexity assumptionshat are as weak and general as possible.
This project was enormously successful in the 1980's. In a laatiful sequence of works, it was
shown that many cryptographic primitives, such as pseudoradom generators, pseudorandom func-
tions, private-key encryption and authentication, digital signatures, (computationally hiding) bit
commitment, and (computational) zero-knowledge proofs cald be constructed from any one-way
function [HILL99, GGM86, Rom90, Nao91, GMW91], and moreove this complexity assumption
is minimal in the sense that each of these primitives (and ing@ed almost any cryptographic task)
implies the existence of one-way functions [IL89, OW93]. Mreover, it was shown that many of
the remaining primitives, such as public-key encryption, ®llision-resistant hashing, and oblivi-
ous transfer, could not be reduced to the existence of one-wafunctions in a \black-box" man-
ner [IR89, Sim98].

However, a few important primitives have resisted classi @tion into the above categories. That
is, it is only known how to build these primitives from seemingly stronger assumptions than the
existence of one-way functions, yet there is no black-box garation between these primitives and
one-way functions. In this work, we are interested in an examle involving zero-knowledge protocols.

1.1 The Complexity of Zero Knowledge

Zero-knowledge proofsare protocols whereby one party, theprover, convinces another party, the
veri er , that some assertion is true with the remarkable property that the veri er \learns nothing"
other than the fact that the assertion being proven is true. Snce their introduction by Goldwasser,
Micali, and Racko [GMR89], zero-knowledge proofs have plged a central role in the design and
study of cryptographic protocols. Part of the reason for thar vast applicability is the fact that,
under certain complexity assumptions (discussed below), very language L in NP has a zero-
knowledge proof system [GMWO91]. That is, a prover can e ciertly convince a verier that x 2 L
in a zero-knowledge manner, provided that the prover possegs anNP witness to the membership
of x in L. This means that when designing cryptographic protocols, ay time that one party needs
to convince others of some fact (e.g., that it has followed tle speci ed protocol) without revealing
additional knowledge, it can do so provided that it possesse a witness to the fact (e.g., its own
secret keys and coin tosses).

Zero-knowledge protocols come in several avors, dependgnon how one formulates the two
security conditions: (1) the zero-knowledge condition, wiich says that the veri er \learns nothing"
other than the fact the assertion being proven is true, and (2 the soundness conditions, which
says that the prover cannot convince the veri er of a false asertion. In statistical zero knowledge
the zero-knowledge condition holds regardless of the compational resources the veri er invests
into trying to learn something from the interaction. In computational zero knowledgewe only



require that a probabilistic polynomial-time veri er lear n nothing from the interaction.* Similarly,
for soundness, we havestatistical soundness a.k.a. proof systems where even a computationally
unbounded prover cannot convince the veri er of a false statment (except with negligible prob-
ability), and computational soundness a.k.a. argument systems[BCC88], where we only require
that a polynomial-time prover cannot convince the veri er of a false statement.

Of course, it would be ideal to have both security conditionsbe statistical, and thus hold
against computationally unbounded adversaries. Unforturately, the resulting notion, statistical
zero-knowledge proofswhile quite interesting and nontrivial (cf., [Vad99]), can only be achieved for
languages inAM \ coAM [For89, AH91]. BecauseAM \ coAM is not believed to contain NP
(cf., [BHZ8T7]), it is unlikely that every problem in NP possess statistical zero-knowledge proofs.
Thus at best, we can have one of the security conditions be stastical.

Computational zero-knowledge proofs (with statistical soundness) was the original notion pro-
posed in [GMR89]. Goldreich, Micali, and Wigderson [GMW91] showed that we can construct
such proof systems for all ofNP from any bit-commitment scheme that is computationally hiding
and statistically binding. By [Nao91, HILL99], such commitment schemes can be constructed from
any one-way function, and thus we obtain computational zereknowledge proofs forNP from any
one-way function. This complexity assumption is essentidly minimal due to results of Ostrovsky
and Wigderson [OW93], who showed that zero-knowledge prosffor any non-trivial language imply
a weak form of one-way functions.

Brassard, Chaum, and Crepeau [BCC88] proposed instead theation of statistical zero-knowledge
arguments? between the which is what we study in this paper. One reason tht this variant of zero-
knowledge proofs may be preferable to the original one is thebreaking the soundness property must
be done \on-line" during the interaction with the veri er an d thus we need only protect against the
adversary's present-day computational resources, whersabreaking the zero-knowledge property
can involve the adversary investing e ort long after the int eraction to try and learn something from
the transcript of the interaction. Thus, it seems preferable for the zero-knowledge property to be
the one with the stronger, statistical guarantee.

It is evident from the constructions of [GMW91, BCC88] that t 0o construct statistical zero-
knowledge arguments for all ofNP , it su ces to construct bit-commitment schemes that are sta-
tistically hiding and computationally binding. The early ¢ onstructions of such schemes were based
on speci ¢ number-theoretic complexity assumptions [BCC&8, BKK90], and were later generalized
to any family of claw-free permutations [GK96], and then to any family of collision-resistant hash
functions [NY89] (see also [DPP98]}

In 1992, Naor, Ostrovsky, Venkatesan, and Yung [NOVY98] shwed that the collision resistance
criterion? is not necessary, by giving a beautiful construction of staistically hiding commitments

IMore precisely, in statistical zero knowledge, we require that the veri er's view of the interaction can be e ciently
simulated up to negligible statistical distance, whereas in computational zero knowledge, we only require that the
simulation be computationally indistinguishable from the veri er's view.

2 Actually, [BCC88] and some subsequent works (such as [NOVY98]) constructed perfect zero-knowledge arguments,
which intuitively guarantee that the veri er learns someth ing from the interaction with zero probability (as opposed
to negligible probability, as in statistical zero knowledg e). However, this distinction is minor in comparison to the
distinction between the statistical and computational zer o knowledge, which refer to computationally unbounded and
polynomial-time veri er strategies, respectively.

3The fact that claw-free permutations imply collision-resi stant hash functions was shown in [GMR88, Dam87], and
the early constructions of claw-free permutations based on speci ¢ number-theoretic complexity assumptions were
given by [GMR88, BKK90].

4We note that one-way permutations and collision-resistant hashing are known to be incomparable under \black-



(in fact perfectly hiding ones) and thus statistical zero-knowledge arguments forNP from any
one-way permutation. They left as an open question whether these primitives cow be based on
arbitrary one-way functions, which would again be essentily minimal by [Ost91, OW93].°

The only progress in the past decade came in 2005 when Haitnegt al. [HHK* 05] showed
how to construct statistically hiding commitments from any \approximable preimage size" one-way
function, that is a one-way function where we can e ciently approximate the preimage size of
points in the range.

Motivated by this recent development, in this paper we resole the complexity of statistical
zero-knowledge arguments foNP :

Theorem 1.1. If one-way functions® exist, then every language inNP has a statistical zero-
knowledge argument system.

Deviating from prior works on this problem, we do not prove this theorem by constructing
the standard notion of statistically hiding commitments fr om any one-way function. Instead, as
described below, we work with a relaxed variant of commitmeih schemes recently introduced by
Nguyen and Vadhan [NV06], which we describe in the next seatin.

We also remark that our protocol has a polynomial number of rainds, while a constant number
of rounds can be achieved based on collision-resistant haisiy [NY89, BCY91]. However, achiev-
ing a subpolynomial (n°®) number of rounds is open even assuming the existence of omey
permutations (cf., [NOVY98]).

1.2 Technigques

We begin by recalling the notion of acommitment scheme A commitment scheme is a two-stage
protocol between a sender and a receiver. In the rst stage,ie sender ‘commits' to a valuev, and
in the second, the sender ‘reveals' this value to the receive We want two security properties from
a commitment scheme. Thehiding property says that the receiver does not learn anything abot
the value v during the commit stage. The binding property says that after the commit stage, there
is at most one value that the sender can successfully open (thiout the receiver rejecting). As with
zero-knowledge protocols, each of these security propees can be computational or statistical.
For commitments, it is impossible to have both properties bestatistical. As mentioned earlier,
statistically binding commitments can be constructed from any one-way function [Nao91, HILL99],
but our interest is in statistically hiding commitments.

Recently, Nguyen and Vadhan [NV06] introduced a new relaxabn of commitment schemes,
called 1-out-of-2-binding commitment schemes symbolically written as f -binding commitment
schemes. These are commitment schemes with two phases, eadnsisting of a commit stage and a
reveal stage. In the rst phase, the sender commits to and regals one valuevy, and subsequently,
in the second phase, the sender commits to and reveals a secbwalue v,. We require that both
phases are hiding, but only that one of them is binding. That is, the binding property only requires
that with high probability, the sender will be forced to reve al the correct committed value in at least

box reductions" [Sim98, Rud88, KSS00].

5The results of [Ost91, OW93] are stated only for proof systems, but they also hold for argument systems.

5As in most treatments of zero knowledge, we use a nonuniform notion of security, and thus require our one-way
functions to be secure against nonuniform algorithms (i.e., circuits). Uniform treatments of zero-knowledge proofs
and arguments are possible (see [Gol93, BLV04]) but are much more cumbersome.



one of the phases (but which of the two phases can be determidedynamically by the malicious
sender).

In [NVO06], it was shown that such commitment schemes still suce to construct zero-knowledge
protocols for all of NP . Thus, our task is reduced to constructing f -binding commitment schemes
that are statistically hiding and computationally binding from any one-way function. Unfortunately,
we do not know how to do this. Instead, we construct polynomidly many two-phase commitment
schemes, with the guarantee thatat least oneof the schemes is hiding (in both phases), anall of
the schemes arei -binding. Fortunately, a similar issue arose also in [NV06]and it was shown
how even such a collection could be used to construct zero-kwledge protocols forNP .

Even though we draw upon [NVO06] for the notion of f -binding commitments and its utility
for zero knowledge, there are many di erences between the otexts of the two works and the
constructions of i -binding commitments. In [NV06], the goal was to prove unconditional results
about prover e ciency in zero-knowledge proofs (that one can transform zero-knowledge proofs with
ine cient provers into ones with e cient provers). This was done by showing that every problem
having a zero-knowledge proof has an \instance-dependent"ﬁ -binding commitment scheme, where
the sender and receiver get an instance of the problem as auxiliary input and we only require
hiding to hold when x is a \yes instance" and binding whenx is a \no instance." Here, we are
giving conditional results (assuming the existence of one-way functions) andra obtaining standard
(as opposed to instance-dependent)f -binding commitments. Moreover, the focus in [NV06] is
on proof systems andstatistically i -binding commitments; thus here we need to develop new
formulations to work with argument systems and the computational binding property.

Our initial construction, which gives a f -binding commitment scheme satisfying a \weak
hiding" property, is inspired by the construction of [NV06]. Indeed, the second phase in [NV06]
was also introduced to deal with non-regular functions (coresponding to \non- at distributions”
in their setting), and our construction can be seen as applyig the same idea to a variant of the
protocol of [HHK* 05]. However, in [NVO06], this construction immediately gives a \strong hiding"
property, whereas much of the technical work in the current paper comes from amplifying the \weak
hiding" property we obtain into a strong one.

1.3 Outline

We present the basic notations and de nitions in Section 2. The statements of our main results
are in Section 3. As a warm up, we present a construction (off -binding commitments) based
on regular one-way functions in Section 4, and in Section 5, we presentur main ideas on how we
can base our construction onany general one-way function. The details of the construction are
in Sections 6 and 7. In Section 8, we show how to construct statical zero-knowledge arguments
from 7 -binding commitment schemes.

2 Preliminaries

Let X be arandom variable taking values in a nite set T. We write X X to indicate that x is
selected according toX . For a nite set S, we write x S to indicate that x is selected uniformly
amongst all the elements ofS. The support of a random variable X is Supp(X) = fx : Pr[X = x] >
0g. Random variable X is at if it is uniform over its support.

A negligible function, denoted by neg, is a function that vanishes more quickly than any inverse



polynomial. That is, for all c2 N, neg(h) <n ¢ for all su ciently large n. Let poly(n) denote any
polynomial, that is poly(n) n® for somec 2 N, and for all su ciently large n.
The statistical di erence between two random variablesA and B over f0; 1g" is de ned as

_ 1 X _
( A'B) dffTrfn%ﬁ JPI[A2T] Pr[B2T]= > jJPr[A2T] Pr[B2T]:
;1gn
x2f 0;1g"

We say that distributions A and B are "-closeif ( A;B)

Let | be a set of strings. Aprobability ensembleof a sequence of random variables indexed
by | is denoted asfAxgx2;. We say that two ensemblesf A,gx2; and fBxgx2| are statistically
indistinguishable if there exists a negligible function" such that X, and Yy are "(jxj)-close for
every X 2 |. We write fAxgx21 s TBxOx21 to denote that the two ensembles are statistically
indistinguishable.

For a probabilistic algorithm A, we write A(X;r) to denote the output of A on input x and coin
tossesr. PPT refers to probabilistic algorithms that run in strict polynomial time. A nonuniform
PPT algorithm is a pair (A; z), where z = z;;2;::: is an in nite series of strings wherejz,j =
poly(n), and A is a PPT algorithm that receives pairs of input of the form (x; z;,;). (The string z,
is called the advice string for A for inputs of length n.) Nonuniform PPT algorithms are equivalent
to families of polynomial-sized Boolean circuits.

De nition 2.1  (one-way function). Let s: N! N be any function. A function f : f0;1g !'f 0;1g
is as(n)-secure one-way functionif f is computable in polynomial time and for every non-uniform
PPT A,
Pr [AQ™ () 2f *(f(x)] < 1=s(n);
x f 0;1g"

for all suciently large n. We say that f is a one-way function if f is s(n)-secure for every
polynomial s.

Without loss of generality, we only consider one-way functons that are length-preserving, that
is for all x 2 f0;1g , jf (X)j = jxj. This is because general one-way functions can be converted
into ones that are length-preserving (cf., [Gol01, p. 39]). We say that a one-way function f is
regular with preimage sizeg(n) if there exists a function g: N! N such that 8y 2 Supp(f (Up)),

jfx 2£0;1g" 1 f (x) = ygj = g(n).

2.1 Statistical Zero-Knowledge Arguments

We follow the standard de nitions of zero-knowledge argumets, as in [Gol01, Sec. 4.8]. For an
interactive protocol (A;B), we write (A(a); B (b))(x) to denote the random process obtained by
having A and B interact on common input X, (private) auxiliary inputs a and bto A and B,
respectively (if any), and independent random coin tossesdr A and B. We call the protocol (A;B)
public coinif all of the messages sent by8 simply consist of coin tosses (independent of the history),
except for the nal accept/reject message which is computed as a deterministic function of the
transcript.

De nition 2.2.  An interactive protocol (P;V) is an argument (or computationally sound proof
system) for a languagelL if the following three conditions hold:

1. (Eciency) P andV are computable in probabilistic polynomial time.

5



2. (Completeness) Ifx 2 L, then V accepts in P;V)(x) with probability at least 2 =3.

3. (Soundness) Ifx 2 L, then for every nonuniform PPT adversarial prover P , V accepts in
(P ;V)(x) with probability at most 1 =3.

By sequential repetition, both the completeness and soundess error probabilities can be re-
duced to exponentially small; that is from the completenessfrom 2=3to 1 2 ", and soundness
from 1=3 to 2 ". (Parallel repetition does not seem to reduce the soundness error of arment
systems [BIN97].) All the protocols presented in this paperwill have perfect completenessj.e., V
accepts with probability 1 when x 2 L.

where the i's are all the messages exchanged andis A's coin tosses. (Similarly, we can de ne
views (A(a); B (b))(x) to denote B's view of the interaction.) Let output, (A(a); B (b)) denote A's
private output after the interaction. (Similarly, we can de ne outputg (A(a); B (b))(x) to denote B's
private output after the interaction.) Let transcript{A(a); B (b))(x) denote the messages exchanged

De nition 2.3  (statistical zero knowledge) We say an argument system P;V) is (black-box)
statistical zero knowledgeif there exists a universal PPT simulator S such that for all veriers V ,
we have

fviewy (P;V )(X)gx2L sfSY (X)kaL:

The above de nition of zero knowledge is ablack boxde nition in the sense that the simulator
is universal for all (even computationally unbounded) verier strategies V , and in particular does
not depend on the code ofV . The zero-knowledge protocols we construct will all be blak-box
zero Wknowledge and thus satisfy the above de nition.

2.2 1-out-of-2-Binding Commitments

We now introduce the notion of f -binding commitments that will play a central role in establ ishing
our results. These are commitment schemes with twosequentialand related stages such that in
each stage, the sender commits to and reveals a value.

De nition 2.4. A 2-phase commitment schemdS; R), with security parameter n and message
length k = k(n), consists of four interactive protocols: S%;R?) the rst commitment stage, ( St;R}?)
the rst reveal stage, (S?; R?2) the second commitment stage, and $2; R?) the second reveal stage.
For us, both reveal phases will always be noninteractive, aosisting of a single message from the
sender to the receiver. Throughout, both parties receive tle security parameter I' as input.

1. Inthe rst commitment stage, S? receives a private input (Y 2 f 0; 1g¢ and a sequence of coin
tossesrs. At the end, S} and R} receive as common output a commitmentz® . (Without
loss of generality, we can assume that(® is the transcript of the rst commitment stage.)

2. Inthe rstreveal stage, S} and R} receive as common input the commitmentz®) and a string

() 2 0;1g¢ and S} receives as private inputrs. At the end, St and R} receive a common
output . (Without loss of generality, we can assume that is the transcript of the rst
commitment stage and the rst reveal stage and includesR!'s decision to accept or reject.)



3. In the second commitment stage,S? and R2 both receive the common input 2 f0;1g ,
and S2 receives a private input @ 2 f 0;1g¢ and the coin tossesrs. S? and R? receive as
common output a commitment z@ . (Without loss of generality, we can assume thatz®?® is
the concatenation of and the transcript of the second commitment stage.)

4. In the second reveal stageS? and R? receive as common input the commitmentz® and a
string @ 2f0;1g¥, and S? receives as private inputrs. At the end, R? accepts or rejects.

S =(S%S?) =(( St Sh; (S2;8?)) and R = (RY;R?) = (( REL RY); (RZ;R2)) are computable
in probabilistic polynomial time.

We say that (S;R) is public-coin if it is public-coin for R.

Note that instead of providing S with decommitment values as private outputs of the commit-
ment phases, we simply provide it with the same coin tosses tloughout (so it can recompute any
private state from the transcripts of the previous phases).

As for standard commitment schemes, we de ne the security othe sender in terms of a hiding
property. Loosely speaking, the hiding property for a 2-phae commitment scheme says thaboth
commitment phases are hiding. Note that since the phases amun sequentially, the hiding property
for the second commitment stage is required to hold even givethe receiver's view of the rst stage.

De nition 2.5  (hiding). 2-phase commitment scheme§; R), with security parameter n and mes-
sage lengthk = k(n), is statistically hiding if for all adversarial receiverR ,

1. The views of R when interacting with the sender in the rst phase on any two messages are
statistically indistinguishable. That is, for all ®:e@® 2 f 0; 1gX,
n o] n 0
views (Sg( )R )" s vieng (Si(e™);R )(1")
n2N n2N
2. The views of R when interacting with the sender in the second phase are statically in-
distinguishable no matter what the sender committed to in the rst phase. That is, for all
1) : 2 : e(z) 2 f O, lgk’
n o] n o]
viewg (SZ( @);R )( ;1" s viewg (SZ(e@)R)( ;1"
n2N n2N
where = transcrip(St( @):R )@A").

We stress that the second condition of the above hiding de niion (De nition 2.5) requires that
the view of receiver in the second phase be indistinguishaelfor any two messages even given the
transcript of the rst phase, = transcrip{S( @);R )(1").

Loosely speaking, the binding property says thatat least one of the two commitment phases
is (computationally) binding. In other words, for every polynomial-time sender S , there is at
most one \bad" phasej 2 f 1;2g such that given a commitment zi), S can openz() successfully
both as @ and e 6 with nonnegligible probability. Actually, we allow this ba d phase to be
determined dynamically by S . Moreover, we require that the second phase bstatistically binding
if the sender breaks the rst phase. Our construction achiees this stronger property, and using it
simpli es some of our proofs.



De nition 2.6  (1-out-of-2-binding). 2-phase commitment schemeg§; R), with security parameter
n and message lengthk = k(n), is computationally f -binding if there exist a setB of rst phase
transcripts and a negligible function " such that:

1. For every (even unbounded) sende§ , the rst-phase transcripts in B make the second phase
statistically binding, i.e. 8S ;8 2 B, with probability at least 1  "(n) over z®@ = (S ;R2)( ),
there is at most one value @ 2 f 0;1g¢ such that output(S ;R?)(z?; @)= accept.

2. 8 nonuniform PPT S ,” S succeeds in the following game with probability at most" (n) for
all su ciently large n:
(@) S and R} interact and output a rst-phase commitment z(9.
(b) S outputs two full transcripts  and e of both phases with the following three properties:

Transcripts  and e both start with pre x z(®.

The transcript ~ contains a successful opening of® to the value @ 2 f0;1g¥
using a rst-phase transcript not in B, and R} and R? both accept in

The transcript e contains a successful opening of® to the value e® 2 f 0; 1g¥
using a rst-phase transcript not in B, and R} and R? both accept in e.

(c) S succeeds if all of the above conditions hold and @ 6 e® .

3 Our Results

Our main theorem, Theorem 1.1, is established via the followng theorems.

Theorem 3.1. If one-way functions exist, then on security parametern, we can construct in time
poly(n) a collection of public-coin 2-phase commitment schemeSom;;  ; Comy, for m = poly( n)
such that:

There exists an indexi 2 [m] such that schemeCom; is statistically hiding.
For every indexj 2 [m], schemeCom; is computationally f -binding.

Theorem 3.2. Assume that on security parametem, we can construct in time poly(n) a collection
of public-coin 2-phase commitment scheme€om;; ;Comy, for m = poly( n) such that:

There exists an indexi 2 [m] such that schemeCom; is statistically hiding.

For every indexj 2 [m], schemeCom; is f -computationally binding.

Then, every language inNP has a public-coin statistical zero-knowledge argument stgm.

The proof of Theorem 3.2 is very similar to that in [NV06] for i -statistically binding commit-

ments, with a bit more work to handle the computational binding property, and can be found in
Section 8.

"De nitions of cryptographic primitives in the literature o ften use the reverse order of quanti ers, asking that for
every (nonuniform) PPT adversary S , there exists a negligible function "(n) such that the success probability of S
is at most "(n). However, the two resulting de nitions turn out to be equiv alent [Bel02].



4 Warm-up: 1-out-of-2-Binding Commitments from Regular On e-
Way Functions

In this section, as a warm-up to Section 5 where we constructecure 2-phase commitments from
general one-way functions, we rst describe a standard comimment scheme from a regular one-
way function with known preimage size (based on [HHK 05]), and then show how to construct a
collection of statistically hiding, computationally f -binding commitments from regular one-way
functions with unknown pre-image size.

The tools used in these commitments schemes are pairwisedapendent hash functions and
interactive hashing protocols, both described in the next sibsections.

4.1 Hashing and Randomness Extraction

Entropy.  The entropy of a random variable X is H(X) = E Ry [log(1=Pr[X = X])]), where here

and throughout the paper all logarithms are to base 2. Intuitively, H (X ) measures the amount of
randomness inX on average(in bits). The min-entropy of X isH1 (X) = min «[log(1=Pr[X = x])];
this is a \worst-case" measure of randomness. In generd, (X) H(X), butif X is at (i.e.
uniform on its support), then H(X) = H1 (X) =log jSupp(X)j.

A family of hash functions Hap = fh : f0;1g2 ! f O; 1gPg is pairwise independentif for any
two x 6 x°2 f0;1g? and any two y;y° 2 f 0;1g°, when we randomly chooseh H ,p, We have:
Prih(x) = y~ h(x9) = y9 = . We de ne “(a;b) to be the number of bits required to describe an
element of the hash function family H 5.p; that is, “(a;b) = maxfa;by+ b. We will use the following
strong extractor property of Hgp.

Lemma 4.1 (Leftover Hash Lemma [BBR88, ILL89]). Let H ., be a pairwise independent family of
hash functions mappingf 0; 1g2 to f0; 1g°. Let Z be a random variable taking values irf 0; 1g? such
that H1 (Z) b+ 2log(1="). Then the following distribution has statistical di erence at most"
from the uniform distribution on H,, f 0, 1gP: Chooseh H aband x  Z and output (h; h(x)).

4.2 Interactive Hashing

Ostrovsky, Venkatesan and Yung [OVY93] introduced a powerill tool known as interactive hashing
(IH) , which is a protocol between a sendefy and receiverR 4. The sender begins with a private
input y, and at the end both parties outputs yo and y; such that y 2 f yp; y1g. Informally, the IH
protocol has the following properties:

1. (Hiding) If the sender's input y is uniformly random, then the receiver does not learn which
of yo or y; equals toy.

2. (Binding) The sender can \control" the value of at most one of the two oufputs.

Naor, Ostrovsky, Venkatesan and Yung [NOVY98] showed that nteractive hashing can be used to
construct statistically hiding commitment schemes from ore-way permutations.

We extend the notion of interactive hashing to allow multipl e outputs (instead of just two output
strings). Since we allow the number of outputs to be possiblysuperpolynomial, we succinctly
describe the set of outputs as the image of a polynomial-sizecircuit C: f0;1g* ! f 0;1g9, where
k and g are polynomially related to the security parameter.



For a relation W, let Wy = fz : W(y; z) = 19 and we refer to anyz 2 Wy as avalid witness for
y. In the de nitions below, we use general relations, and hene do not require that relation W be
polynomial-time computable.

De nition 4.2.  An interactive hashing scheme with multiple outputss a polynomial-time protocol
(S Rin) where both parties receive common inputs (¥;1%), Sy receives a private inputy 2
f0; 1g%, with the common output being a circuit C: f0;1g¢ ! f 0;1g?, and the private output of
S being a string z 2 f 0; 1g¢. We denoteq to be the input length and k to be the output length.
The protocol (S ; Ry ) has to satisfy the following security properties:

1. (Correctness) For all R and all y 2 f0;1¢9, letting C = (S (y);R )19 1¥) and z =
outputg, (S (Y);R ), we have that C(z) = .

2. (Perfect hiding) Forall R , (V;Z) is distributed identically to ( V; Uy), whereV = viewg (S (Ug);R )
and Z = outputg, (S (Ug);R ).

3. (\Computational" binding) There exists an oracle PPT algorithm A such that for every S and
any relation W, letting circuit C = (S ; Ry )(19; 1) and ((Xo; zo); (X1; 1)) = outputs (S ;Riy),
if it holds that

Pr[Xo 2 WC(Zo) N X112 WC(Zl) NZz06 Z]_] >

where the above probability is over the coin tosses oR|y and S . Then we have that

Pr[AS (y;1%157) 2 W] > 2 * ("=q)°W:
yf 0;1gd

We make three remarks regarding the above de nition.

1. The security requirements should hold for all, even comptationally unbounded R (for cor-
rectness and perfect hiding) and computationally unbounde S (even though binding is
\computational”). In addition, the relation W need not be polynomial-time computable.

2. To simplify notation, we often write AS (y), or even A(y), to denote AS (y;19; 1%:").

3. Although the output of the honest senderS)y is always a stringz, the output of the cheating
senderS is arbitrary; hence, we can assume without loss of generalitthat S breaks binding
by producing two pairs of strings (Xo; zg) and (X1; z1).

We think of the string z 2 f 0;1gX as ak-bit string commitment associated to one of the ¥
outputs strings, namely y = C(z), and a witnessx 2 Wy = Wc(; as a decommitment to z.
Intuitively, the knowledge of x gives the sender the ability to decommit toz. The \computational"
binding property, read in its contrapositive, says that if it is hard to nd a witness for a uniformly
random string y, then it is hard for a sender to successfully decommit to two derent values. Notice
that this property holds even if the set of \hard" y's is not xed in advance, but depends on the
algorithm trying to nd a witness for y, namely an element inWy. In several places, however, we
will only need the special case of a static set of's as captured in the following lemma.

The computational binding property in De nition 4.2 can be e xtended to the case of static sets
as in following lemma.
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Lemma 4.3 (binding for static sets). For any protocol (Sy;Ry) satisfying the computational
binding condition of De nition 4.2, the following holds: For all S and any setT f 0;1gY, letting
C =(S ;:Riy)(1%; 1¥), we have

Pr[9z9 6 z; s.t. C(20);C(z1) 2 T1< ( (T) 2@  poly(q);
where the above probability is taken over the coin tosses 8f and Ry .

Compare the bound of the above lemma to the case where advemsal sender S had control
of only one output string. This means that the rest of the 2 1 outputs strings are distributed
uniformly on f0; 1g9, and hence the bound would be (T) (2¢ 1). (S will make the string that
it controls lie in T, and the probability that at least one of the rest of the 2K 1 strings lie in T is
atmost (T) (2% 1), by a union bound argument.) The above bound is almost as god, and in
particular if (T) is negligible and k logarithmic, both probabilities are negligible.

Proof of Lemma 4.3. De ne the relation W = f(a;b): a2 Tg, thatis W(a;h=1if a2 T (for all
values ofb), and 0 if a 2 T (no matter what the value of bis). Hence, if we haveS that violates
the lemmalby outputting two elements zg 6 z; with C(zp);C(z1) 2 T|with probability ", there
will be a procedure over a randomy f 0;1g9 makesy 2 T with probability 2 ¥ ("=q)°®, by the
computational binding condition of De nition 4.2. Since T is a xed set, it must be the case that
2 K ("=q)°@®  (T). This implies that "< ( (T) 2¢)¢ poly(q), for some constantc > 0.

We extend the proof in [NOVY98] to obtain the following theorem. The protocol is obtained
by simply ending the NOVY protocol k 1 rounds earlier. The proof that it satis es De nition 4.2
is given in Appendix B.

Theorem 4.4. There exists an interactive hashing scheme with multiple dputs, namely Proto-
col 4.5.

11



Protocol 4.5. Interactive Hashing Scheme with Multiple Outputs (Si; RiH).

Inputs:
1. Input length 19 and output length 1X, both given as common input.

2. String y 2 f 0;1gY, given as private input to senderS .

Protocol:

Rik: S_electho; hl; ::7;hg k 1 such that each h; is a random vector over GF[2] of the form
0'1f0;1g® ' 1 (i.e., i number of O's followed by a 1, and random choice for the last
g i 1 positions).
Forj =0;:::;9 k 1, do the following:

Ru'! Sh: Sendhj.
SH! Ri: Sendcj = I’hj,yl

Output:

Common output is a circuit C: f0;1g¢ ! f 0;1g% computing an a ne transformation

Output of Sy is a string z 2 f 0; 1g¢ such that C(z) = y. (In fact, z can be taken to be
the last k bits of y.)

4.3 From Regular One-Way Function with Known Preimage Size

We rstinformally describe a (standard) commitment scheme from a regular one-way function with
known preimage size and known hardness(n) = n' @ based loosely on Haitner et al. [HHK' 05]
(who prove a stronger result, no needing to know the hardnegs

Let f:f0;1g" ! f 0;1g" be a regular one-way function such that the entropyH (f (U,)) = t
is known (this is equivalent to knowing the preimage size off ). In the commitment scheme, the
senderS generates a random stringx 2 f 0; 1g" and setsy = f (x). S picks a random hash function
h:f0;1g" ' f 0;1g" where = (log s(n))=2. (S;R) then run the interactive hashing protocol
(with k = 1) with S having input ( h; h(y)). Their common output is a pair (wp; w1) = ( C(0); C(1)),
and the sender receivesl 2 f 0; 1g such that wq = w. To commit to the bit b, Ssendsc=d b. The
commitment z is de ned as (wop;ws;c). In the reveal phase,S sendsb, d, and the string x 2 f 0; 1g"
used to generatey. R checks thatf (x) = y,c=d b, and wy is of the form (h; h(y)).

Intuitively, the commitment scheme is hiding since there are 2 possible values ofy hence
(h; h(y)) is (1=s(n)) D -close to the uniform distribution by the Leftover Hash Lemma (Lemma 4.1),
which implies that the commitment scheme is hiding by the hiding property of interactive hashing.
As for the binding property, the one-wayness off intuitively guarantees that the set T of y's for
which a senderS can compute an element off 1(y) is of density at most 2 (™ in Image(f),
i.e. of size at most 2 (f(Un) s Thys the set of pairs (;h(y)) such that y 2 T has density at
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most 2H (f(Un)) sim=pt = g(n)910 = neg(n). By the binding property of interactive hashing
(Lemma 4.3), the probability that S can force bothwp;w; 2 T is negligible and the scheme is
computationally binding. (The complete argument to prove the binding property is actually more
subtle because the sefl is not actually xed in advance, and we need to use the computdonally
binding property of interactive hashing given in De nition 4.2)

4.4 From Regular One-Way Function with Unknown Preimage Siz e

We show that if regular one-way functions with known hardnes exist, then on security parameter
1", we can construct a collection of 2-phase commitment scherseComy; : Com, such that:

There exists an indexi 2 [n] such that scheme Com is statistically hiding.

For every indexj 2 [n], scheme Com is i -computationally binding.

To deal with the case where the preimage size is unknown, a ttsattempt would be to try all
possible values ot in the protocol sketched above in Section 4.3 and obtain a ctdction of standard
commitments. However, the above commitment scheme only segs to be computationally binding
whent > H(f (U,)) (and is hiding when t < H (f (Ug))) not matching the guarantees of the desired
collection of commitments.

We will in fact use the above protocol as the rst phase. Howeer, we also introduce asecond
phase that will be binding whent < H (f (U,)) and hiding when t > H (f (Up)). This will be obtained
by the sender using (a hash of) the preimage< as an input to another execution of interactive
hashing. Note that given y = f(x), x is distributed uniformly over a set of size jf (y)j =
2" H({(Un) so hiding and binding follow from the properties of interactive hashing. In fact these
schemes for regular one-way functions achieve a stronger guerty than f -binding. For each value
of t, either the rst phase is always binding or the second phases always binding (i.e. the sender
cannot choose which binding property to break). However, wewill in fact show that f -binding
in the sense of De nition 2.6 is achieved forany one-way function f, regardless of whether it is
regular. We use this f -binding commitment for each possible value ot. This ensures that all are

i -binding and at least one of the commitments in this collectbn is hiding.

45 The Protocol

Let f:f0;1g" ! f 0;1g" be any function, not necessarily regular nor one-way|as we sall later
see, the regularity condition and one-way security of the function give us the hiding and binding
properties, respectively. LetH ., = fhap: 10,192 | f 0; 1g°g be a family of pairwise hash functions.
The description of each element inH 5., takes “(a;b) = maxfa;bg+ b < 2(a+ b) bits. For a;b <
poly(n), it is convenient to make “(a;b) = q(n) b, for some xed polynomial q(n), so that for
everyy 2 f 0;1¢?, jh; h(y)j = q(n). This can be done by padding random bits to the description
h.

In addition, it will be convenient to work with protocols whe re the sender has no input to be
committed to, but rather privately receives an output d 2 f 0; 1g¢ at the end of each phase of the
commitment. If we can ensure thatd is (nearly) uniform given the receiver's view, such a protool
can be tuned into a standard commitment scheme, where the seler can commit to an  of its
choice by sendingd at the end of the commit phase.

13



Protocol 4.6. 2-Phase Commitment Scheme $;R) based onf : f0;1g" ! f 0;1g".

Parameters: Integerst 2 f1;2;:::;ng, k 2 f1;2;:::;ng, 12 f0;1;:::;tg, and , 2
fO;1,:::;n tg.
Sender's private input: String x 2 f 0;1g". (Note that this is not the value to which the

sender is committing, but is rather part of its coin tosses, wich will be chosen uniformly
at random by S unless otherwise speci ed.)

First phase commit:

1. St setsy = f (x).

2. Let Hy = fhy: f0O;1g" ' f 0;1g" g be a family of pairwise independent hash
functions. S} chooses a random hastn; H 1, and computesv = (hy;hi(y)) 2
f0; 1g9.

3. (S%;RY) run Interactive Hashing Scheme (Protocol 4.5) B (v); Rin )(19; 1¥), with
St and R} acting as Sy and Ry respectively.

Let circuit CW: f0;1g¢ ! f 0;1g% be the common output and d® 2 f 0; 1g¢ be
Siu's private output in ( Sy (v); Rig )(1%; 1¢).

First phase sender's private output: String d® 2 f 0; 1g¥.

First phase reveal:
St sends the tuple @ = (d®;y:h,).
ReceiverR} accepts if and only if C (d) = ( hy; hy(y)).

Second phase commit:
Second phase common inputFirst-phase transcript = transcrip{S*(x); R1), which in
particular includes the string y.

1. Let Ho = fhy: fO;1g" I'f O;1g" ' 29 be a family of pairwise independent hash
functions. S2 chooses a random hasin, H », and computesw = ( hy; ha(x)) 2
f0; 1g9.

2. (SZ;R2) run Interactive Hashing Scheme (Protocol 4.5) S (W); Riy )(1%; 1¥), with
SZ and R2 acting as Sy and Ry respectively.

Let circuit C@: f0;1g¢ ! f 0;1g% be the common output and d® 2 f 0;1g¢ be
Siu's private output in ( S (v); Rig )(1%; 1K).

Second phase sender's private outputString d@ 2 f 0; 1g¥.

Second phase reveal:
S? sends the tuple @ =(d®@;x;hy).
ReceiverR? accepts if and only iff (x) = y and C®@ (d®) = ( hy; ha(x)).

Lemma 4.7 (statistical hiding) . If f is a regular function with H(f (U,)) 2 (to 1;tp], then



Protocol 4.6, with setting of parameterst = tg, k q(n), and 1= =1 (logn), is statistically
hiding in the sense of De nition 2.5.

Proof Sketch. For every y 2 Support(f (Un)), we have p(y) = Pr[ f (Uy) = y] 2 [2 '0;2 totl)

We denote the distribution f (U,) by Y. The at source Y has min-entropy at leastty 1.
By the Leftover Hash Lemma (Lemma 4.1), the distribution Z = (Hqy;H1(Y)) is 2 ( 1)-close
to the uniform distribution ( H1; Uy ). By the hiding property of interactive hashing, the rst
commitment phase is 2 ( 1)-statistically hiding.

Let be the transcript of the rst phase and y the string sent in the rst reveal phase. Con-
ditioned on , the string x comes from the uniform distribution X over f (y) and X is a at
souce with min-entropy at leastn tg. By the Leftover Hash Lemma (Lemma 4.1), the distribu-
tion W = (Hz;H2(X)) is 2 ( 2)-close to the uniform distribution (H2; U, ¢ ). By the hiding
property of interactive hashing, the second commitment phae is 2 ( 2)-statistically hiding.

Lemma 4.8. If f is a s(n)-secure one-way function (not necessarily regular), thendr any value
oft2f1, ;ng, Protocol 4.6, with setting of parametersk = O(logn), 1= > (log(s(n)))=4,
is 1-out-of-2 computationally binding in the sense of De ntion 2.6.

The proposition will be proved in two steps. For everyt 2 f1, ;ng, we de ne the set of
\light" strings Ly=fy2f0;1g" : Pry,[f(Uy)=y] 2 ' 3g, for a parameter 3 that we will set
at the end of the proof. We de ne B to be the set of transcripts where the sender revealy 2 L;.
We will rst show that if the rst commitment transcript is in B, then the second phase will be
statistically binding. We will then prove that the rst phas e is computationally binding, i.e. if there
exists an adversary that can break the binding property for the rst phase, then there exists an
adversary that can invert f with nonnegligible success probability.

Claim 4.9. For the binding set B de ned above, Condition 1 of De nition 2.6 is satis ed with
"(n)=poly(n) 2 ¢ 3 2

Proof of Claim 4.9. Let y be the string sent in the rst reveal phase. Let T = f(hy; ha(x)) : hy 2
Hon t ,;x 2 f Y(y)gand (T) denote the density of the subsetT. Since h, maps f0; 1g" to
fo;1g" ' 2, we have

1

t -
T (2n2 3) R 2_2(2 3)

M if Wi

By the binding property of the second execution of the interactive hashing protocol for static
sets, we have

Pr[(wo; w1) = output(Sy;;Riy) satises w2 TAw; 2 T]< 2 ¢ @ 2 poly(q):

Claim 4.10. For the binding set B de ned above, if there exists a PPTS? that succeeds with
nonnegligible success probability in the game in Condition 2 of De nition 2.6, then there exists a
PPT T that can invert f with success probability at least

"0 1=poly(n) 2 K+ 1+ 3.
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Proof of Claim 4.10. We de ne the relation R:
R = f((hy;w);(y;x)) : w=hy(y); y=TF(x); y62dg

Let Ry = f(y;x) : R(v;(y;x)) = 1g. Suppose we have a PPTS? with success probability
greater than " in the game of De nition 2.6. Then we have a PPT S, in the interactive hashing
protocol such that

Prioutputs (Syy;Rin) = (( Vo; va); (¥; X); (y® x9Y) such that
(Vo;v1) = output(Syy; Rin); (Vi X) 2R s (YEXY 2Ry, ]
By the binding property of the interactive hashing protocol, there exists a PPT A such that

" C

Pr [A(v;1:") 2R, ]>2K —
v Hi U 1

Consider the PPT T that on input y picks a hash functionh; uniformly from Hpt ,, runs A on
input v = ( hy; h1(y)) and outputs the second component ofA(v). Assume without loss of generality
that A is deterministic. Then:

PrITEU) 21 (U]

PrfAHL Ha(f (Un)2 2 f H(E (U]
1,Yn X

Un,ﬁg_rA[(H 1 H1(f (Un))) = ( hesw) A A(hy;w) 2 R (g w)]
(hiw)2H oy, f O1gt 1
1 X
= — Pr{ha(f (Un)) = w]

Hnt (h1;w) sit: A(h1;W)2R ()
1 X
- Prf (Un) = A(h1;wW)q]
JH n;t 1J (hy: o+ .
1;w) sitt A(hg;w)2R (hyw)
1 K n C
T iH n: i 2t 2 <~ 2 ! *
Hnt 4] Fint ) 1
mn C
_ _ o (k+ 1+ 3)

1

The rst inequality comes from considering xed values of h; and w and restricting the success
probability of A to the case wherey 62_;. The third inequality comes from considering only values
of (h1;w) such that w = hy(y) for somey 62_;. Such stringsy have mass at least 2' 3.

The lemma follows from the above two claims by setting 3= >+(log s(n))=4 (log s(n))=4.
With this, Claim 4.9 shows that Condition 1 in De nition 2.6 i s satis ed with "(n) = poly( n)
2 (og s(n) = neg(n) becauses(n) = n' M. Condition 2 of De nition 2.6 is satis ed with negligible
probability "(n) because otherwisd can be inverted with probability

n0(1) 1:p0|y(n) 2 (k+ 1+ 3) n0(1) 1:p0|y(n) 2 (O(log n)+(3 =4) (log s(n)))
= "W 1=poly(n) s(n) **

which is greater than 1=s(n) if " is nonnegligible.
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5 Overview of Construction for General One-Way Functions

We now present an overview of how we generalize our construoin for regular one-way functions
with unknown preimage size (Protocol 4.6) to arbitrary one-way functions. As shown in Lemma 4.8,
this protocol already achieves f -binding when f is any one-way function (for every value oft).
Thus the challenge is the hiding property. (Another issue isthat Protocol 4.6 requires a one-way
function with known security. It turns out that our method fo r handling the hiding property also
eliminates the need to know the security.)

As discussed in Section 4, for regular one-way functions, Ptocol 4.6 has a hiding rst phase
when the parametert satises t < H(f (U,)) and has a hiding second phase when satis es

t > H(f(Uy)). Intuitively, when f is not regular, we should replace the xed valueH (f (Uyp))

with the “dynamic' value H; (y) dfflog(lzPr[f (Un) = vy]), wherey = f(x) is the value chosen

by the sender in the pre-processing step, becaudés (y) can be viewed as measuring the amount
of \entropy" in y. The \approximable preimage-size one-way functions" studed by Haitner et

al. [HHK* 05] come equipped with an algorithm that estimatesH; (y), but for general one-way

functions, this quantity may be infeasible to compute.

A weakly hiding scheme (details in Section 6). One natural approach is to have the sender
chooset at random and \hope" that it is close to H: (y). When we chooset too small, only the
rst phase will be hiding, and when we chooset too large, only the second phase will be hiding.
But we have a nonnegligible probability (specically = 1=n)that t H ¢(y), and thus both
phases will be hiding. Thus we have af -binding commitment scheme satisfying a \weak hiding"
property, where with probability , both phases are hiding, and it is always the case that at leds
one phase is hiding. Actually, in order to simplify our analysis, we will includet as a parameter
to the protocol. Then there exists a choice ot such that the protocol is weakly hiding in the sense
above, and for all choices ot the protocol is f -binding. At the end, we will enumerate over all
values oft, resulting in a collection of commitment schemes as claimed in Theorem 3.1, albeit with
a weak hiding property.

Unfortunately, we do not know how to directly construct zero-knowledge arguments from a
weakly hiding f -binding commitment scheme. Thus instead, much of the e ort in this paper
is devoted to amplifying the weak hiding property ( = 1=n) into a strong hiding property ( =
1 neg(n)), while maintaining the f -binding property.

Amplifying the hiding property (details in Section 7). Inspired by the breakthrough results
of Reingold [Rei05] and Dinur [Din06] on di erent topics, we do not amplify the hiding probability
from =1=nto =1 neg() in \one shot,” but instead perform a sequence of log iterations,
each one of which increases by a roughly factor of 2. This results in = (1), and then we are
abletoget =1 neg(n) in just one more ampli cation step.

How do we double ? A natural idea is to consider several, executions of the prgéous weakly
hiding scheme. Speci cally, if we takem = O(1) executions, the probability that at least one of

the executions has both phases hiding is roughlyn . Moreover, each of the remainingm 1
executions have either the rst phase hiding or the second phase hiding. Thus for some value of
, there are + 1 rst phases that are hiding and m second phases that are hiding. It turns

out that we can choose so that this exact ( +1;m ) breakdown given that one execution has
both phases hiding occurs with probability (1 = m). Thus we are in the situation described with
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probability m (1 P m) > 2 , for a large enough constantm.
Now our aim is to combine the outcomes of the weakly hiding sobmes in such a way that when
the above-described situation occurs, which happens with ibability at least 2 , both phases are

commit phases have entropy (even min-entropy) at least ( + 1) k conditioned on the receiver's
view (because ( + 1) of them are hiding), and similarly the sender's secrets h the second commit
phases have entropy at least ifh ) k conditioned on the receiver's view. Let us compare this to
the situation with binding. Since each execution is i -binding, a cheating polynomial-time sender
can break the binding property for either at most of the rst phases or at most m 1 of the
second phases. Thus the number of possible values to which éhsender can open in each case is
at most 2™ 2K in the rst phase or at most 2K(M 1) where the 2" factor in the rst bound
comes from the sender's ability to choose which subset of egetions to break (and it is this factor
that limits us to taking m to be a constant). We can view these as strong forms of \entrop" upper
boundsm+ k and k (m 1). In at least one phase, there will be an entropy gap of at lest
k m.

How can we exploit these entropy gaps? It turns out that interactive hashing, again, is a useful
tool. Speci cally, in the rst phase we have the sender chooe a random pairwise independent hash

to an Interactive Hashing protocol, and analogously for thesecond phase. By the Leftover Hash
Lemma, this pairwise independent hashing converts the mirentropy lower bound described above
to an almost-uniform distribution, so the Interactive Hashing hiding property applies. As for the
binding property, the bound on the number of the sender's chices gets translated to saying that
the sender's input (in the rst phase) comes from a setT of density 2 (kK ™| so the Interactive
Hashing binding property applies. The analyses for the seaw phase are similar. Formalizing
these ideas, we get a newi -binding commitment scheme in which both phases are hiding vth
probability at least 2 .
When we try to iterate this ampli cation step Of(logn) times, we run into a new di culty.

Speci cally, the above sketch hides the fact that we pay entopy losses of! (logn) in both the
hiding and binding analyses. The entropy loss oft (logn) in the hiding property comes from the

from uniform. The entropy loss of ! (log n) in the binding property comes from needing the (T) 2¢
factor to be negligible when applying Lemma 4.3. This forcesus to go, in one step of ampli cation,
from a commitment scheme for secrets of lengtlik to a scheme for secrets of length m ! (logn).
As in Lemma 4.8, we can take the initial secret length to bek = (log s(n)) = ! (log(n)) if the
one-way function has known securitys(n) = n' (. But to tolerate log n losses ot (log n), we would
needs(n) = n' (099 (j.e., at least quasipolynomial security).

To get around this di culty, in the ampli cation, we work wit h more relaxed, \average-case"
measures of \entropy” for both the hiding and binding analyses. Speci cally, for hiding, we keep
track of the expected collision probability of the sender'ssecret, conditioned on the receiver's view.
(Actually, we use the expected square root of the collision pbability.) For binding, we work with
the expected number of values to which the sender can open. Inoth cases, we only require these
expectations to be within a constant factor of the ideal values (2 ¥ and 1 respectively). With these
measures, it turns out that we need only loseO(m) = O(1) bits in the entropy gap with each
ampli cation step. Moreover, once we amplify to a constant, we can a ord to take the number
of executionsm to equal the security parametern and get an ( n)-bit \entropy gap"” in the nal
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ampli cation step. This allows us to achieve exponentially strong statistical hiding even when we
do not know the security and start with secret length of k = O(log n).

The hiding analysis of the above construction works only forcertain values oft in the weakly
hiding scheme, and for certain values of the 's in the ampli cation steps. We try out all possible
values oft and 's, thus obtaining a collection poly(n) schemes, at least one of which is strongly
hiding and all of which are f -binding. Notice that the number of possible choices oft and the

's are polynomial in n sincet 2f 1;2;:::;ng, the 'sin the each step except for the last is in the

rangef0;1;:::;m 1g, for some constantm, and the last is in the rangefO0;1;:::;ng.

6 Weakly Hiding 2-Phase Commitments from One-Way Functions

As discussed in Section 4, for regular one-way functions, Btocol 4.6 has a hiding rst phase when
the parametert satis est < H(f (U,)) and has a hiding second phase whehsatis est > H (f (U,)).
When f is not regular, then there will be one value oft 2 f 1;2;:::;ng such that H(f (Uy)) t
with probability 1 =n. This is the case because there are onlyg possible choices for the value of.

With this observation in mind, our 2-phase commitment schene from general one-way functions
will be the same as the scheme in Protocol 4.6, with setting oparameterst = tg, k = O(logn),
and 1= »=2logn, for sometg 2f1;2;:::;ng. In other words, the same scheme|with slightly
di erent setting of parameters|used in the case of regular o ne-way functions is also applicable to
general one-way functions.

This commitment scheme (using general one-way functions)as we will show, is statistically
hiding in both phases with probability at least 1=n (hence, calledweakly hiding), and computa-
tionally i -binding. In order to obtain a tighter analysis when we amplify this scheme, we depart
from the standard measures of hiding and binding used in Se@n 4. Instead, we measure the sta-
tistical hiding property of our 2-phase commitments using the expected square root of the collision
probability of the sender's secret, denoted as C¥ , and de ned in Section 6.1 below. We measure
the binding property by analyzing the expectednumber of values to which an adversarial sender
can open.

Later in Section 7, we show how to boost the statistical hidirg probability to 1 2 (") while
maintaining the computational i -binding property.

6.1 Properties of Collision Probability

We rst de ne the collision probability of a random variable, denoted as CP, and then de ne the
expected square root of the collision probability, denotedas CPY2. In addition, we state several
lemmas about the CPY/2 measure.

De nition 6.1  (collision probability) . For any random variable A, we de ne its collision probability
as the probability that two independent samples from A are equal. Equivalently,

X
cp(A) ¥ (Pr[A = a])?:

a2 Supp(A)

Measuring the collision probability of a random variable is equivalent to measuring its Renyi
entropy of order 2, de ned as

1

Ho(A) =108 e ThiA=all -

log

l .
CP(A)
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De nition 6.2  (CPY2 measure) For any random variable A, we de ne

def P

CP¥2(A) =" CP(A):

For any two (possibly correlated) random variablesA and B, we de ne

h i
CP”Z(AjB)d:EbeB CPY2(Ajg=p) :

_ _ P _ . :
We think of CP Y2 (AjB) 2k as saying that A has \conditional Renyi entropy” of at least k
given B. The following lemmas show that CPY2 behaves nicely as an entropy measure. Proofs are
in Appendix A.

h\d
CPY2((Xy;:;Xm)i(Ye; i Ym) = CPY2(Xijv)):
i=1

Note that X; and Y; can be correlated, it is only required that the pair(X;;Y;) be independent from
the other tuples.

In the language of \conditional Renyi entropy,” Lemma 6.3 states that the entropy is additive
for independent random variables. We will actually need a geeralization of Lemma 6.3 to deal
with somewhat dependent random variables, as stated in the ext lemma.

Then,

i=1

Lemma 6.5. Let (X;Y ) be any (possibly correlated) pair of random variables, andet H H
be chosen randomly (and independently fron{X;Y )) from a family of pairwise-independent hash
functions with a range off0;1g . Then,

CPY2((H;H (X))jY) CPY?2(H) (CPY?(XjY)+ pz_);

We use Lemma 6.5 to show that doing pairwise independent exaction (h; h(x)) preserves the
CPY2 measure, as stated in the next lemma.
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Corollary 6.6. Let (X;Y ) be any (possibly correlated) pair of random variables, andet H H
be chosen randomly (and independently fron{X;Y )) from a family of pairwise-independent hash
functions with a range off%lg . Suppose the hash functions fronH are represented by(q  )-bit
strings and CPY2 (X jY) 2 ( +3), Then,

CPY2((H;H (X))jY) P 2 (@ D;

In other words, if X has at least + 3 bits of \conditional Renyi entropy" given Y, then we
can extract bits from X that have \conditional Renyi entropy" at least 1. Notice that this
entropy loss is only 4 bits, as compared to 2log@") if we require that the output be "-close to
uniform as in the Leftover Hash (Lemma 4.1). This constant Iess of \conditional Renyi entropy"
allows us to do a tighter hiding analysis in Section 7.3.

Lemma 6.7. For any triple of (possibly correlated) random variablesX, Y and Z,
p__
CcP¥2(xjy) CP¥2(Xj(Y;2)) jSupp(2)j CPY2(XjY):

This says that conditioning on random variable Z can only decrease the \conditional Renyi
entropy,” but does so by at most log(Supp(Z)j) bits. The nal lemma is a stronger variant of the
Leftover Hash Lemma (Lemma 4.1), with the hypothesis statedin terms of Collision Probability.

Lemma 6.8 (Leftover Hash Lemma [BBR88, ILL89]). Let H = fh: f0;1g" ! f 0;1g g be a family
of pairwise-independent hash functions, and leg be the description of length of each element
in H. If CP(X) "2 2 ,then (( H;H (X));Uqg) ".

6.2 Average-Case Hiding and Binding Properties of Interact ive Hashing

We now analyze the Interactive Hashing Scheme (Protocol 4)5in terms of \average-case" measures.
For hiding, we use the CP“2 measure introduced in the previous section. For the bindingproperty,
we present an average-case version of Lemma 4.3, where wela the expectednumber of outputs
that lies in any set T (rather than bound the probability that there is more than on e output in T).

Lemma 6.9 (hiding in CP 2 measure) Let (Si;Rin) be the Interactive Hashing Scheme (Proto-
col 4.5). If the sender Siy's input comes from a distribution Y over f0; 1g? and W is any (possibly
correlated) distribution (representing the receiver's a piori information about Y), then for any
receiver R , p___
CPY2(Zj(w;V)) 20 k CPY2(Yjw);
where Z = outputg,, (S (Y);R )(1%1%) and V = viewg (S (Y);R )(1%1%).

Proof. Without loss of generality, we may assume thatR is deterministic. (The randomized case
then follows by taking expectation over R 's coin tosses.) Now that sinceR is deterministic, the

(refer to Protocol 4.5). Hence, the number of possible di eent receiver's view is bounded by 2 K.
This implies that jSupp(V)j] 29 X, whereV = viewg (Si(Y):R )(19%; 1¥). By Lemma 6.7,
12 (v P 12 (v Pos 12 (v
CPT2(Yj(W; V) jSupp(V)j CP™*(YjW) 20 K CPY2(YjW):

Observe that given any particular instantiation of W = w and V = v, the distributions
outputs,, (S (Y); Rin)(1% 19jw=wyv=v has the same collision probability with Y jy=w:v=y (in-
deed they are in bijective correspondence). Hence, G (Zj(W; V)) = CP Y2 (Yj(W;V)) 20 k
CPY2(Yjw).
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Lemma 6.10 (binding in expected measure) Let (S;Riy) be the Interactive Hashing Scheme
(Protocol 4.5). For any xed subset T f 0;1g%, and for any senderS , setting C = output((S ; Ry )(19; 1¥)),
we have

Efifz: C(2) 2 Tgj] < maxf24,2**  (T)g 24+2%1 (T)

where the above expectation is taken over the coin tosses®f and Ry .

This lemma and its proof are inspired by the work of Goldriech Goldwasser, and Linial [GGL98],
who studied a protocol similar to interactive hashing for a d erent purpose (namely, random
selection protocols).

Proof. Without loss of generality, we may assume thatR is deterministic. (Else, we can x its
coin tosses to maximize the expectation.) Note that for itelation j = 0;:::; k 1, Ry will
send a randomh;, partitioning the set of possible outputs into two sets fy : h;(y) = Og and
fy :hj(y) =19, and S chooses a side of the partition by sending a bit;. Let To = T, and for
allj> 0, Ty = fy 2 T :hi(y) = c¢8i <] g denote the set of compatible elements at iteration; .

convenience of notation, assume that the hash functiorh;'s range isf 1g, instead off 0; 1g.
Consider a particular setT;, and a particular hash function h;. Observe that for everyy 6 y02
Tj, Pry [hj(y) = hj(y9] 1=2. Hence,

E»)n o O M
]
Observe that the setTj+1 = fy 2 Tj : hj(y) = ¢ 0. Therefore,
2 3
_ X
E[ (Tj«)]= (T)+2 @1 g4 hj (y) S
h; hoyor
u—20 1583
o X
(Tj)+2 @D 1 E4@  hj(y)A S (Cauchy-Schwartz/Jensen)
N ye
S X
= (T)+2 @D jmj+ E[h; (y)h; (vO]
ygyohj
o 4 —
(T)+2 @i (by (1))

q___
= (T)+ 2@ (T):
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Consequently,

jv1 = E [ (Tj+1)]
ho;:hi
= E [E[ (Tj+2)]]
hosishy 1 hj
qg — ——
E T+ 2@ (T
orishy ;
E [(Tl+ 2 @D E [ (T (Cauchy-Schwartz/Jensen)
ho;ihy 1 ho;ihy 1

J

Assume that the 's are monotonically increasing (otherwise, we can make it®). This gives
us

axk 19

q k 0+ 2(qJ) j

o+t gk 2 (@j) ( j's are monotonically increasing)

o+ LK it g 242K,

givingus q k<2 9=2 (T)if g« 24 2 K. Therefore, we can conclude that

E[ifz: C(z) 2 Tgj: C = output((S ;Ri)(A% 1)) = 4 k X< maxf2 (T) 2¢;24g:

6.3 Hiding Property

Recall that our 2-phase commitment scheme $; R) from general one-way functions is Protocol 4.6,
with setting of parameterst = tg, k = O(logn),and 1=, =2logn, for sometg2f1;2;:::;ng.
We wish to analyze the collision probability of the sender'sprivate output, both in the rst and
second phases, when interacting with an adversarial rece@v R . The collision probability measure
will be CPY2  as de ned in Section 6.1.

When the sender's input isx, let random variable viewsr (S(x); R ) denote the view of receiver
R in the rst commit phase, let random variable outputs(S'(x);R ) denote the sender's private
output in the rst phase, and let random variable transcrip{S(x); R ) denote the rst (commit
and reveal) phase transcript. Using similar notations, fortranscript and sender's inputx, let
random variable viewg (S2(x); R )( ) denote the view of receiverR in the second commit phase,
let random variable outputg(S?(x); R )( ) denote the sender's private output in the second phase,
and let random variable transcript{S?(x); R )( ) denote the second (commit and reveal) phase
transcript.

We prove that for a speci c value of t, the above 2-phase commitment scheme is weakly hiding

( =1=n)in both phases, then prove that is it also f -computationally binding (see Lemma 6.12).
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Lemma 6.11. Letf:f0;1g" I'f 0;1g" be any function (not necessarily one-way). There exist an
integer t 2 [1;n] and two setsT1; T, f 0;1g" such that for everyk q(n), 1 logn+4, and
2 3, the following properties hold for 2-phase commitment schmee (S; R) in Protocol 4.6:

(H.1) T1[ T2 =f10; 1g” and (T1\ Typ) 1=n.

(H.2) When the sender's initial coin tossesx are chosen uniformly from Ty, the sender's private
output in the rst phase has low collision probability. Formally, for any adversarial receiver
R, P
CPY2(AjV) 2 k1

where A = outputg(SE(T1);R ) and V = viewg (S}(T1);R ), where by abuse of notation we
write T, to denote the uniform distribution on T;.

(H.3) When the sender's coin tosses are inT,, the sender's private output in the second phase
has low collision probability even when given the rst phasdranscript. Formally, for every
adversarial receiverR and every 2 Supp() , where = transcrip{(S'(T.);R ), we have

p
CcCP¥2(B jw ) 2 (k1)
where (B ;W ) = (outputg(S2(T2); R );viewk (S2(T2);R ))j=

Proof. Without loss of generality, we may assume thatR is deterministic since we can x the coin
tosses ofR that maximizes the collision probability. We prove that ( S; R) satis es the above three
properties as follows:

Property (H.1). Dene p(y) = Pry u,[f(x) = y],and fort 2 f1;:::;ng, dene A; = fy 2
fo;1g" :2 ' p(y) < 2 *1g. Since[ (At = f (f0; 1g"), there exists af such that Pr[f (Un) 2 Ag]
1=n. For the rest of the proof, we sett = f.

De ne sets T; and T, as follows:

T
T

fx:p(f(x) <2 g
fx:p(f(x) 2'g

By the de nition of Ti1 and T, we have that (Ty\ T2) =Pr[f(U,) 2 A;] 1=n,and T1[ T2 =
f0; 1g".

Property (H.2). In the case when the sender's coin tosses is ifi;, we analyze the collision
probability of the distribution of the rst phase secret as f ollows.
P 2
cp(f (Ty)) = —yeo<2 o PY)
(T1)? 0 1
X 1
_max py) @ YA ——
yip(y)<2 ypy)<2 ! (Ta)
<2™ (T (Ty) 2
2 (t logn 1) (since (T1) 1=n)
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Observe that CP(f (Ty)) 2 (tlegn 1) 2 (t 1+3)  Hence, by Corollary 6.6, letting Q =
(H1; H1(f (T1))), we have that CP 12 (Q) 2 (@ 1), By Lemma 6.9, letting AdzefoutputsIH (SH(Q);R )=
outputs (SY(T1);R ) and V &' viewg (S (Q);R ) = viewk (SX(T1);R ), we have

p p p p p
cpl2 (AjV) 2q k CP(Q) 2q k 2@ =2k 1.

Property (H.3). In the case when the sender's coin tosses is iip, we analyze the collision
probability of the distribution of the second phase secret & follows. First we observe that for any
x;x92 f 0;1g" such that f (x) = f (x9, the rst phase transcripts for both coin tosses x and x° are
identical, that is transcript(S(x);R ) transcrip(S'(x9;R ).

Fix a rst phase transcript 2 transcript(S*(x); R ) containing value y in the reveal phase.
Observe that the subsetT,,y = f 1y)  T»is such that any element in T2y is equally likely to
have generated . Note that the T,,y's form a partition of T,.

Note that jToyj 2" ! by the de nition of T, and T, and hence CPl,) 2 (™Y
2 (0t 2%3) By Corollary 6.6, letting Q°= (H2; H2(T2y)), we have CP(Q% 2 (@ 1. Observing
that B = outputs(S?(T2y);R )( ) = outputs, (SH(QY;R ) and W = viewg (SZ(T2y);R )( )=
viewg (SH(Q);R ), we can apply Lemma 6.9 to deduce that

p p p p p——
cP2Bjw) 20k "CP(Q) 20k 2@h= 2k,

Our proof is complete.

6.4 Binding Property

The de nition of f -binding in De nition 2.6 considers the rst phase (resp., second phase) to
be broken if the senderS produces valid decommitments totwo di erent values after the rst
commit stage (resp., second commit stage). In this sectionrad the next one, we will work with a
relaxed notion where we simply bound theexpectednumber of values to which the sender can open.
To this end, we de ne opening$S ;R') to be a random variable denoting the number of values to
which the sender successfully opens in phase where “successfully' opens is de ned for each phase
analogously to De nition 2.6. More formally, for a two-phase commitment scheme §;R) and a
“binding' set B, we de ne opening$S ; RY)(B) as follows:

S and R} interact to get rst phase commitment z®.

We let opening$S ; R1)(B) be the set of distinct values d; whose opening ; is valid, where
by valid we mean that ; begins with pre x z®», ; contains an opening ofz® to the value
dy with a rst-phase transcript not in B, and both R} and R? accept in ;.

Analogously, we de ne opening¢S ;R2)( 1), where @ is a rst phase transcript, as follows:

S and R?Z interact to get second phase commitmentz® .

phase transcripts f) vl @,
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We let opening$S ;R2)( @) be the set of distinct valuesd; whose opening ? is valid, where
by valid we mean that @ starts with prex z®, @ contains an opening ofz® to the value
di, and R? accepts in i(z)_

Now, we can describe the binding property of Protocol 4.6 in his language (even when the
underlying one-way function has unknown hardness).

Lemma 6.12. Let f:f0;1g" ! f 0;1g" be any one-way function. For every integers 2 [1;n],
k = O(logn), 1 = O(logn), and > = O(logn), the following properties hold for the 2-phase
commitment scheme(S; R) in Protocol 4.6 using f :

There exists a binding setB for (S;R) where:

(B.1) No nonuniform PPT adversary S can break the rst phase binding with nonneg-
ligible probability in the sense of De nition 2.6. That is, for any nonuniform PPT
S , we havejopening$S ;R')(B)j 1 with probability 1 neg(n) over the coins
of S and RL.

(B.2) For all 2B and any adversarial senderS ,
E[ opening$S ;R?)( ) ]< 32
where the above expectation is taken over the coin tosses®f and R2.

Proof. We follow the proof of the binding property in Lemma 4.8, using both Claims 4.9 and
4.10 from that proof. Let B = fy 2 f0;1g" : Pry, [f(Uy) = y] 2 ' 3g be the same bind-
ing set as de ned in both claims. We set 3 = ,+ O(logn) to be large enough so that the
binding parameter poly(n) 2 ( 3 2 in Claim 4.9 is at most 2 K. (This can be done since
k = O(logn).) Now, Claim 4.9 states that if 2 B, then the second commitment phase isnot
binding (i.e., output(S ;R?)( )  2) with probability at most 2 . Since output(S ;R?)( ) 2¢
(the commitment is to a k-bit string), taking expectations we have:

E[output(S ;R?)( )] 2K 2*+@ 2% 1<2<32

To see why property (B.1) holds, observe that the inversion sccess probability in Claim 4.10 is

no()
nO(1) 1:p0|y(n) 2 (k+ 1+ 3): »O(1) 1:po|y(n) 2 (k+ 1+ 2+0O(log n)) = :
poly(n)

since allk; 1; 2= O(logn). That probability is nonnegligible if " is nonnegligible.

7 Converting Weakly Hiding 2-Phase Commitment Schemes into
Strongly Hiding Schemes

In the previous section, we constructed a 2-phase commitmerscheme that is weakly statistically
hiding ( =1=n) and f -computationally binding. In this section, we show how to boost the hiding
probability to =1 neg(n) (strongly hiding), while maintaining the i -computationally binding
property.
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We rst show how to double the hiding probability by combinin g a constant number of schemes
to obtain a new scheme. We repeat this doubling ampli cation processO(log n) times to get the
hiding probability from 1 =n to a constant ¢ > 0. Now when the hiding probability is a constant, we
can boost it all the way to 1 neg(n) by combining poly(n) number of schemes (that have constant
hiding probability).

7.1

One Step Ampli cation Procedure

In Protocol 7.1, we present a hiding ampli cation procedure Amplify for 2-phase commitments that
takes as input scheme §; R) and outputs a new scheme §;R). The parameters for Amplify, all
given in unary, are listed below:

1.

S T

Security parameter n.

Number m of schemes §; R) to be combined.
Integer r denoting S's private input length.
Integer k denoting S's private output length.
Integer k® denoting S's private output length.

Integral thresholds 1 and », for the rst and second commit phases respectively.

Hence, we write §; R) = Amplify((S; R); 1";1™; 1"; 1K; 1k%1 11 2), whose protocol is presented
in the next page. To simplify notation, we also write (S; R) = Amplify((S; R)) when the parameters
are clear from context.
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Protocol 7.1. Scheme §;R) from Hiding Ampli cation of ( S;R).
Sender's private input; X =(Xg;::1;Xm) 210; 1g™" .
First phase commit:

1. (S} R1Y) doesm sequential executions of §2; R1), using x; for Sl's secret in the
i-th execution. Let (S;(xi);RE;) denote the i-th execution of (S{;R7). Dene

2. Let Hy = fhy: f0;1g™ | f 0;1g g be a family of pairwise independent hash
functions. S! chooses a random hasih; H 1, and computesy® = (hy;hi(a)) 2
f0; 1g9.

3. (8% RY) runs Interactive Hashing Scheme (Protocol 4.5) 6, (y); R{,)(19; 1¥),
with S! and R acting as S}, and R}, respectively.

Let circuit C: f0;1g<° ! f 0;1g% be the common output, and d® 2 f 0;1g<° be
St,'s private output in ( St (y®); RE,)(19; 1).

First phase sender's private output: String d® 2 f 0; 1g¢°.

First phase reveal:
St sends tuple @ =(d®;a;h;) ( f);:::; 1), where i(l) is the rst phase revelation
string of S}, in the above execution of & (xi); R ).

Receiver R} accepts if only if C(d®) = (hy;hsi(a)) and R} accepts (i(l);ai) for all i.

Second phase commit:
Second phase common input: Transcript = (1;::7 m), where | =
transcript(St(xi); R1).

1. (S?;R2) doesm sequential executions of §2; R2), using x; for S?'s secret and tran-
script  in the i-th execution. Let (SZ;(x;); RZ;)( i) denote the i-th execution of

2. Let Hy = fhy: fO;1g™ | f 0;1g 2g be a family of pairwise independent hash
functions. S2 chooses a random haslh, H 5, and computesy® = (hy; hy(b)) 2
f0O; 1g9.

3. (S?;R?) runs Interactive Hashing Scheme (Protocol 4.5) 62, (y?);R2,)(19; 1¥),
with S2 and R2 acting as S3, and Rz, , respectively.

Let circuit C: f0;1g<° ! f 0:1g% be the common output, and d® 2 f 0;1g*° be
S2,'s private output in ( SZ,(y®); R2,)(19; 1¥).

Second phase sender's private outputString d@ 2 f 0; 1g<°.

Second phase reveal:
S? sends tuple @ = (d@;b;h) ( 52);:::; @), where i(z) is the second phase reve-
lation string of SZ in the above execution of 8 (xi); RZ).

ReceiverR 2 accepts if only if C? (d®) = ( hy; ho(b)) and R accepts ( @) for all i.




7.2 Iterative Ampli cation Procedure

We start o with a weakly-hiding 2-phase commitment scheme based on one-way function (cf.,
Section 6), denoted by &p; Rp). We get a new scheme$; R) by iteratively applying the ampli cation
processAmplify, as described in Algorithm 7.2 below. LetD > 1 denote a large enough integer
constant. (We setm = D in all but the last iteration.)

Algorithm 7.2.  lterative Ampli cation Procedure.

Input: Security parameter n, constant integer D > 1, and thresholdst 2 f1;2;:::;ng,
1,000 ~210;1;:::;D  1g, 41 2f0;1;:::;ng.

1. Let ko =(16D) logn, * =log n, and (Sp; Rp) be the 2-phase commitment scheme
based on one-way functiorf : f0;1g" ! f 0;1g" from Protocol 4.6 using parameters
t,k: ko,and 1= 2:2Iogn.

2. Forj =1;2;:::;", repeat the following:

(a) Setkj =k 1 8D 8.

(b) Set (S;;Rj) = Amplify((S; 1;R; 1)) for settings of parametersm = D, r =
n DI L k=k 1,k=k, 1=(j+1)(k 1 1) 3and ,=(D
i)kj 1+ 1) 3.

3. Set (S;R) = Amplify((S; R+)) for settings of parametersm=n,r=n D , k= k,
k=1, 1=b( 41+ in)kcand >=bn -4 + 3n)kc, where =1=2D).

Output: 2-phase commitment scheme$; R).

Lemma 7.3. If scheme(Sp; Rg) used by Algorithm 7.2 runs in probabilistic polynomial time then
scheme(S; R), the output of Algorithm 7.2, also runs in probabilistic polynomial time.

Proof. Scheme §;R) consists ofn D = n D°0°9n) = poly( n) executions of So; Ry). In addition,
each ampli cation procedure Amplify adds an overhead time of polyfl) since both the sender and
receiver are doing Interactive Hashing. Since there are ogll+ n+nD+nD2+ +D 1=poly(n)
ampli cations steps, the overhead time is polynomial. Hen@, scheme §; R) runs in probabilistic
polynomial time if ( Sp; Rg) does too.

7.3 Hiding Ampli cation

The following two lemmas, Lemma 7.4 and 7.5, provide us a wayd understand the hiding property
(in the CP Y2 measure) of 6; R), the ampli ed hiding scheme as presented in Protocol 7.1, 1 terms
of (S;R).

Lemma 7.4 (intermediate step hiding ampli cation) . For a su ciently large constant D 2 Z,

If there exists a 2-phase commitment scheméS; R) having two associated subsef$;; T, f 0;1g
such that the following holds for every adversarial receiveRr

(H1) (Ti\ T) % andTi[ T,=f0 1g.
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P
(H.2) CPY¥2(AjV) 2 (k1) whereA = outputg(Si(T1);R ) andV = viewg (S}(T1);R ).
(H.3) CPY¥2(B jw ) 2 (k1) forevery 2 Supp() ,where = transcrip{S*(T,);R )
and (B ;W ) = (outputg(S2(T2); R );viewg (S2(T2);R ))j=
Then there exist an integer 2 [0;D 1] such that scheme(S;R) = Amplify((S; R)), with para-
metersm= D, k°=k 8D 8 .=( +1)(k 1) 3,and ,=(D )k 1) 3, has two
associated setsT TP f 0;1g°" such that the following holds for every adversarial receiveR :
H.1) (T TY) minf2; 1=Dg and TY[ T2= f0;1g"".
(H.2) CcP¥2(AqVv9 2 (1) whereA®= outputg(S*(TH;R ) and V°= viewg (SYTI;R ).
(H.3) CPY2(BO%jw%) 2 &% 1) forevery °2 Supp( 9, where °= transcript(S*}(TQ;R )
and (B%; W%) = (outputg(S2(TH);R );viewk (S(TH;R ))j o o.
Proof. Without loss of generality, we may assume thatR is deterministic since we can x the coin

tosses ofR that maximizes the collision probability. Throughout this proof, the value of m will
be xedto D, although we will keep writing m.

Property (H.1) implies (H'.1). De ne the sets T and T2 as follows (the value of will be
determined later).

TlO = f(X1;::0Xm) 1 9Qig;ii0 41 such that X ::0 %, 2 T10;

T20 = f(X1;:i5Xm) 1 9Qig;iiiim such that x50 %, 2 Ta0:

By the way we de ned T and TJ together with the fact that T;[ T, = f0;1g", we can conclude

that TY[ TP= f0;1g™ . In addition, we know that (Ty\ T) = . Choose any subseB Ti\ T

such that (S)=minf ; l=(2m)9d:ef

Pr [exactly onexi 2S]=m 9 9" ! mY%1 12m 1)™ =(mH:
X1;:5Xxm f 019"

Given that exactly one xj 2 S and wlog assume thatx,, 2 S. Let p; denote the conditional
probability that exactly t of the rest of them 1 x;'s are in Ty nT,. Choose 2 [O;m 1]to
maximize p, i.e., = argmax;p;. Let Ij, fori = 1;2;:::;m 1, be a binary random variable
indicating whether x; 2 Ty or not; note that these are independent random variables coditioned
on the fact that Xm 2 S. Letthe the mean of the#li's. By a Cherno bound,

X - p___
Pr li m 1) >3 m 1 o2dm D9Em DL g

0 Hence, we have

This means that greater 1=2 of the weight is centered around (m 1) Sp m 1. Since we chose

= argmax, p; in a maximal way, we have
. . 1
Pr [exactly of xj'sareinT;nSjexactly onex; 2 S] = p—
X1;:Xm T 019" m
Knowing that T.[ T, = f0;1d", if exactly of x;'s in Ty nS and exactly onex; 2 S, then there
must be at leastm 1 of xj's in T, nS. Consequently,

Pro [(xy;i:5Xm) 2 TV T = ( m 9 {91ﬁ :(pﬁ%>2°:minf2;1:mg;

for a large enough constantm = D.
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Property (H.2) implies (H'.2). In the commit phase (S$;R ), the cheating receiverR in-
teracts with m sequential executions ofS!. Here we must analyze the case that the coin tosses

Ai = outputs(S(xi);R (Vi;::3 Vi 1);
Vi = viewg (SE(xi);R (Vi;:::5 Vi 1):

Note that while the sender's behavior in the i'th execution is independent of the previous exe-
cutions, the cheating receiver may base its strategy on its mvious views. We want to bound

X is distributed uniformly in Tlo. To do this, we consider, for eachl [m] of size at least + 1,
the distribution X, on coin tosses for the sender, where we choose uniformly in T, fori 2 I,
and uniformly in Ty for i 2 |. To get a bound on CPY2 (A%X,)jV°%X,)), we will have to refer to
Lemma 6.4 and see why the A;; V;)'s satisfy the two conditions of the lemma.

Applying Lemma 6.4, we have
p_
CPYZ(ARX)VOARX,)) 2 (kb (2)

since from property (H.2), it is the case that for all i 2 |, CPY2(A;jVi) P 2 (k1) (even condi-
tioned on the previous views), andjlj= +1.

Now, to bound CPY¥2(A%X)jVoX)) where X is uniform in T, we observe thatX = X,
wherel is the distribution on subsets| of size at least + 1 given by

Prll =1]= Pr O[fi:xi2Tlg=I]:

(X1;:Xm)  Tp

That is, sampling from Tl0 can be broken into two steps; rst sampling anl | , and second
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sampling X; Tyfori21 andx; Tqfori2l. Therefore:

CPY2(A%X)jVoX,)) cplﬁ (A%0X)i(VoX) )1 ). (by Lemma 6.7)
= E CPY2(A%X)jVX))
2 (+(k D (by (2))
= P 2 (1+3) -

P
And by Corollary 6.6, CPY2 (Hq: H1(A%X))jV X)) 2 (@1,

Let Q = (H1;H1(A%YX))). By Lemma 6.9, letting A°= outputs,, (S (Q); R,) = outputs(SY(TD;R )
and Vo= (viewg , (S (Q);Ryy); VO = views (SY(TP);R ), we have

_ P p
cP¥2(A9v9 P CPY2(Qjv% N A

as required.
Property (H.3) implies (H'.3). Fix a transcript %2 Supp( 9, where = transcript{ SY(T9;R )
Ocontains rst-phase transcripts ( 1;:::; m) for the m executions of G; R). Similarly to the above

where x; are the coin tosses of the sender in thé'th execution of the the (S;R). For notational
simplicity, we omit the sender's coin-tosses from the rstphase interactive hashing (they can be
considered xed for the analysis below). As above, we want tabound CPY2 (B%X o)jW %X o)),

and X is distributed uniformly in TS, To do this, we consider, for each  [m] of size at least

m , the distribution X ; on coin tosses for the sender, where we chooge uniformly in T, for
i 2 J, and uniformly in T, fori 2 J.
It is important to note that even when we conditionon qX) = ¢ the components K1;:::; X m)of

X3 remain independent, and the distribution of Xij ox )= ois equivalent to Xjj « x,)= ,, where only
condition on the transcript of the i'th execution. (Similarly to the inductive proof above, it ¢ an be

A; is a function only of X; once we condition onVy,.) D

Thus from property (H.3), we have for all i 2 J, CPY2(B;(X 3. o)jW;(X . o)) 2 (k1) where
X3, 0= X3j ox,)= o and this holds even conditioned on the previous views. Sinar to the rst
phase, we apply Lemma 6.4 to show that

P
CPY2 (B%X ;. o)jW X 3. 0)) 2 (m )k 1): (3)

Similarly to above, we observe thatX o = X ;. o for an appropriate distribution J on sets of
size at leastm , and thus

p p
CP1/2 (BO?X O)JWOQX 0)) 2 (m )k 1) = 2 ( 2+3):
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P
By Corollary 6.6, we have CPY2 (H;H2(B%X 0)jW %X o)) 2 (@ 1 which by Lemma 6.9
implies that

R pP——

CPY2 (BO%wW%) pzq kK 2@n= 2 K ;
as required.
Lemma 7.5 (nal step hiding ampli cation) . For every constant > 0 and everyk 100=s, the
following holds:
If there exists a 2-phase commitment scheméS; R) having two associated subsef$;; T, f 0;1qg
such that the following holds for every adversarial receiveRr :

(H1) (T:\ To)= andTy[ To=f0;1g".

p__ "~
(H.2) CPY¥2(AjV) 2 (k1) whereA = outputg(S(T1);R ) andV = viewg (S(T1);R ).
p___
(H.3) CPY¥2(B jw ) 2 (k1) forevery 2 Supp() ,where = transcrip{S*(T,);R )
and (B ;W ) = (outputg(S2(T2); R );viewg (S2(T2);R ))j=

Then there exist an integer 2 [0;n] such that scheme(S;R) = Amplify((S; R)), with para-
metersm = n, k=1, 1 =hb( + in)kcand ;= bn + % n)kc, has two associated sets
T2TY f 0;1g™ such that the following holds for every adversarial receiveR :

(H.1) Both (T9; (TH 1 2 (M,

(H.2) (A%V9 is 2 (Mclose to (U; VY, where A® = outputg(SHT;R ) and VO =
vieng (SH(TD:R ).

(H.3) (BSWS 9 is 2 (Mclose to (U;; WS 9, where B® = outputg(SZ(T);R )( 9
and W0= viewg (S3(T9;R )( 9, and ©= transcrip{S(T2);R ).

Proof. Throughout this proof, the value of m will be xed to n, although we will keep writing m.
Property (H.1) implies (H'.1). Let p= (Ty). Set =thpn inc, 1=bpn 35 ncand

2=hb(1 p+ )n % nc. Note that 2 [O;n] sincep?2 [; 1].
De ne the sets T and T3 as follows:

Tl0 = f(xq;::5:%Xn) 1 9050, such that X, ;010 X; ) 2 T1gq;
T20 = f(Xe;:iiXp) 1 9Qiqg i 2suchthatxil;:::;xi22ng:
To lower bound (TP, notethat (T1) 1=n=pbpn Lne=n &L = (1) since = (1)

Using a Cherno bound, we get
(TH=1 ( Pr )[Iess than ; of the x;'s are in T1]
=1 2 (m:

To analyze (T2°), we note that (T,) »=n=(1 p+ )b @ p+ )n % nc=n % = (1).
Using a similar analysis as above, we get(T) =1 2 (",
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Property (H.2) implies (H'.2). Using the same analysis as in the proof of Lemma 7.4, we get
p__
CP1/2 (AO?\/09 2 1(k 1)’

where A% = (outputs(Si(x1);R );:::;outputs(Si(xn); R )) with (x1;:::;%,) TP and analo-
gously for V9 By Markov, we know that with probability greater than 1~ 2 " over vo®® V9 we
have

CP(AO?VOO_-VOO) 2 1(k 1) 22n 2 1 (1=24) kn +3n 2 ( 1+n); (4)

sincek 100=.

Considerv°%2 Vv Psych that the above (4) holds. LetQ = (H;H1(A%) and hence, Qjy e yoo =
(H1; H1(A%y e \0). By Lemma 6.8, we have that ( Qjvoeyos Ug) 2 (™. Therefore, by the per-
fect hiding property of Interactive Hashing (Theorem 4.4 fdlowing De nition 4.2), ( Vin jv o voo; AYy oo y00)
is2 (M.close to Vi jyoe oo Uz), where Viy £ viewg . (S (Q);Ryy) and A(’jzefoutputsIH (SH(Q);Ry) =
outputg (SYTH;R ).

Let VE'views (SHTY;R )= (VOViy). Since Vi jv o voi AQyoe v is 2 ¢ M-close to Vi jyoee vod Uy)
for all buta 2 " fraction of v°© Vit follows that (V2 A% is 2 ( M-close to (V% U,), as required.

Property (H.3) implies (H'.3). Using similar ideas in the proof of Lemma 7.4, we can proceed
as above and obtain that Property (H'.3) holds assuming (H.3.

7.4 Binding Preservation

In the execution of Algorithm 7.2, we obtain intermediate commitment schemes [Gj;Rj)l1 j -,
and nal commitment scheme (S;R). Our goal is to prove that the nal scheme (S; R) satis es the

i -binding property of De nition 2.6. To achieve our goal, we inductively show that the expected
number of openings a sender can produce in the intermediateckemes is bounded by some constant,
namely 32. (This is captured by Lemma 7.7 below.) Then in the nal step, for scheme §; R), we
show how to shrink this expectation to value that is very close to 1, e ectively proving that scheme
(S;R) is satis es the f -binding property. (This in turn is captured by Lemma 7.9.)

In the de nition of the computational f -binding property (De nition 2.6), we stipulated that
the adversarial sender in the second phase can be computatially unbounded, whereas the adver-
sarial sender in the rst phase must be probabilistic polynamial time (PPT). It will be rather messy
to work with PPT senders, hence we will rst abstract away the PPT requirement by showing, in
the next section, how to convert any polynomial-time sender violating the i -binding property in
the rst phase into a computationally unbounded sender with a special\unique binding" property.
A sender with the unique binding property, intuitively, wil | not break the (rst-phase) binding
property of any execution of the initial schemes Go; Ro), but might still break the binding property
of the intermediate schemes §;;R;) (or nal scheme (S;R)). Intuitively, we can restrict to such
senders because of the computationalf -binding property of the initial scheme (Sp; Rg). Once we
have a sender with the unique binding property, the analysisof the ampli cation steps is entirely
information theoretic.

To formally de ne the unique binding property for senders, we observe that schemes & ; R;)]1 ;
and (S;R) each contain multiple executions of initial scheme Gg; Rg). Hence, when a cheating
senderS interacts with R;, it is actually also interacting with the i-th execution of Ro, for each
i =1;2;:::, which we will denote by Rg[i]. Formally, we obtain a (computationally unbounded)
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cheating sender strategyS [i] that interacts with this single execution of Rg[i] (more precisely, the
rst commit stage Ré;c[i]), by simulating all of the other messages ofR; on its own until the end
of the rst commit stage of Rg[i]. Then it enumerates over all choices for the subsequent mesages
of R; and outputs all of the resulting transcripts of S 's interactions with Rgl[i] together with the
corresponding rst-phase decommitment values.

De nition 7.6 (unique binding sender) For intermediate schemes [§;;R;)]1 j - and nal scheme
(S;R), we say that a (deterministic) senderS has the unique binding property if for all i, we have
jopening$S [i]; Ro[i])j 1 with probability 1 (over the coin tosses of S [i] and R[i]?) where
opening$ ) is de ned as in Section 6.4.

The following two lemmas, Lemma 7.7 and 7.9, provide us a wayd understand the binding
property (in an average case sense) ofS¢ R), the ampli ed hiding scheme as presented in Proto-
col 7.1, in terms of (S; R). We might occasionally drop the superscript notations (1) and (2) from
the notations if it is clear which phase we are referring to.

Lemma 7.7 (intermediate step binding preservation). For some constantD 2 N and any inte-
gerst 2 [Lin], q;:::; ~ 2 [0;D 1], and -+1 2 [O;n], letting [(Sj;R;j)]1 ; - be the interme-
diate commitment schemes obtained in the execution of Algithm 7.2 with parameters D, t, and

=127
(B.1) For every deterministic sender S with the unique binding property,

E opening$S ;R")(B) < 32

where the expectation is taken over the coins tosses Bﬁl

(B.2) For every 2B and for every deterministic senderS ,

E opening$S ;RY)( ) < 32

where the expectation is taken over the coins tosses ijz

Proof. We proceed to prove by induction onj. In fact, we will start with a base case ofj = 0,
i.e., consider the scheme $%p; Rg) from Section 6. By Lemma 6.12, we know that Scheme$o; Ro)
satis es both conditions (B.1) and (B.2). (Although Lemma 6 .12 guarantees that Sp; Ro) satis es
condition (B.1) only for PPT S , it is also trivially satis ed for computationally unbound ed S
with the unique binding property.)

For the inductive step, we assume §;; R;) satisfy both (B.1) and (B.2), and show that so does
(S§j+1;Rj+1). Note that (Sj+1;R;j+1) is obtained by the ampli cation procedure (Protocol 7.1)
that combines m sequential executions of §;;R;), i.e., (§+1;Rj+1) = Amplify(S;; R;). Hence, for
convenience of notation we will denote §;;R;) and (Sj+1;R;j+1) as (S;R) and (S; R) respectively.
The i-th execution of (S;R) in (S; R) is denoted as §][i]; R[i]), not to be confused with the subscript
indexing notation of (S;; R;).

8Note that S [i] is probabilistic even if S is deterministic, because it simulates all of the random choices of R;
other than those of Roli].
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Also throughout this proof, the value of m will be xed to D, although we will keep writing m.
Let B be the binding set for (S;R). We de ne our new binding set B®for (S;R) in terms of B as
follows:

BO= f(y:iy m):9joniity) 1 suchthat ;005 5 ,, 2Bg:
That is, a transcript  °=( 1;:::; m) 2BCi atleast +1of ;'sareinB. Conversely, °2BOi
at least m of the j's are notin B.

Property (B.1). Consider a deterministicS with the unique binding property interacting with

and R, the receiver in the Interactive Hashing Scheme.

Recall that the m executions of §;R) in (S;R) are sequential. We want to focus on the
interaction of S with (the commit phase of) R[i]. To do so, de ne S [i], the sender interacting
with R1[i], as follows: S [i] simulates S using xed coin tossesr; for all the previous R[j]'s (for
all j <i) and after the interaction with R1[i], S [i] outputs all the valid openings that occur in
some continuation of S 's interaction with R[i] (by enumerating over all coin tosses of the future
R[j1s,j > i, the coin tosses ofR,lH, and the coin tosses ofR?). Observe that S [i] inherits the

Because the previous; (U)'s, for j <i , only depend onUy;:::;U;, we have that the expected
value of X is less than 32 even given any previous values &fj's. Thatis, E Xijx;=x:uxi 1=x 1 <
32 forany (X1;:::;Xi 1) 2 Supp(X1;:::;Xi 1). The following claim allows us to bound the expec-
tation of the product of these random variables.

Claim 7.8. Let Yi;:::;Y- be nonnegative real-valued random variables such that forllai =
1,207,
E[Yinlzyl;:::;Yi 1=Yi 1] < 2 R+,
for any (ya;:::;yi 1) 2 Supp(Y1;:::;Yi 1). Then,
" #
Y Y
E Yi < i
i=1 i=1

Proof of claim. Note that
ElYi  Y]=EM Y 4] E E[Yivi=yiy 4=y 4]
(yiny 1) (YusYs q)
<E[Yr Y 1]

and the claim follows by induction on .
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As noted above, it is always the case thatE [X;] < 32, regardless of the instantd'jxtion of previous
Xj's, for j <i . Note that Claim 7.8 also applies to computing the expectaton of =, ; Xj, for any
subsetd [m], since any subset of theX;'s (preserving the right order) satisfy the condition of
claim.

Once them commitments R1[i] are complete, we can de ne a random variableA = A(U) that

denotes the set of valuesa = (az;:::;am)'s for which the sender S produces a valid opening
with respect to B%in some continuation of the protocol. By the de nition of B° this means that
a=(ag;:::;am) is valid if at least m of those area;'s correspond to decommitments that are

in B. For those a;'s corresponding to decommitments that are inB, the number of possible values
that a; can take on isX;(U). And for those a;'s correspond to decommitments that are not in
B, we can only bound the number of possible values that; can take on by X (since a; is a k-bit
string).

2 3
o X Y .
E[AV)] E4 Xi(u) 2
v v J [m};jdj m 2 i2J #
X Y Y
= E  Xi(u) 2
3 i m :J( RIS
< 32 (by Claim 7.8))
J [mlidj m 2] i2J
2m 32" (29 (because 3% 2¥)

2( +1)(k 1)+6m k+1

o 1 (k 6m 4).

Let random variable T = f(hy;hi(a)) : hy 2H 1~ a2 Ag. SinceE[jAj]] 2t &k ™ 4 and the
range ofh; 2 H1 is 1, the expected density of T satises E[ (T)] E[jAj] 2 + 2 Kk 6m 4

of the coin tosses oiRllH in the rst phase interactive hashing (though not independent of the coin
tosses ofR1).
Finally, we have

h i
E  opening$S ;RY)(BY E fd¥ :cO@®y2T1g ;

coins R1 coins RE, ;T
where in the second expectationC = output(S ;RllH). By Lemma 6.10,

h |
E fd¥:c®@®)2Tg <24+2<" E[ (T)] < 32

; 1.
coins R, ;T

with the last inequality following from k®<k 8m 8.

Property (B.2). We use the same approach as above, except this time, we coneidall deter-
ministic S , as opposed to only those with the unique binding property. Aso we need to X a
binding transcript = ( 1;:::; m) 2B% Let J be the set of indices such that ; 2 B.
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As done previously, we de neS [i] and set X; = opening$S [i];R?[i])( i) , where S [i]. By
our induction hypothesis, for all i 2 J, we have

E >(in1=X1 """ Xi 1=Xj 1 < 321

.....

S produces a valid opening in some continuation of the protocb Noting that X; can be as large
as X for indicesi 2 J, we have

" #
- Y Y k
E[iB]] E Xi 2
coins R2[1];:::;R2[m] i23 i23
Y
< 32 (by Claim 7.8))
i2J i2J
32 @Em 1 (because 3% 2¥)
2m )k 1) (k 6m) (becausem > 5)

— o 2 (k 6m 3).

Let random variable T = f(hy;ha(b) : ho 2 H 1" b2 Bg. SinceE[jBj] 22 &k 6™ 3) and the
range ofh, 2 H, is 5, the expected density of T satises E[ (T)] E[jBj] 2 2 2 k 6m 3)

the coin tosses 01R|2H in the second phase interactive hashing (though not indepetlent of the coin
tosses ofR?). Finally, we have

h i
E  opening$S ;R?)( 9 E fd®@ :c@@@)2Tg ;

coins R? coins R, ;T
where in the second expectationC = opening$S ('_I'); Rin). By Lemma 6.10,

h |
E fd® :Cc@d@)2 Tg < 24+2¥*1 E[ (T)] < 32

coins R2, ;T
with the last inequality following from k®<k 8m 8.
Lemma 7.9 (nal step binding preservation). For some constantD 2 N and any integerst 2
[L;n], 1;:::; ~2[0;D 1], and 41 2 [0;n], letting (S;R) be the nal output of Algorithm 7.2
conditions hold:

(B.1) For every deterministic sender S with the unique binding property, with proba-
bility 1 2 (M over the coin tosses oR!,

opening$S ;RY)(BY 1

(B.2) For every 2 B%and for every deterministic senderS , with probability 1 2 (™
over the coin tosses oR?,

opening$S ;R?)( ) 1
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Proof. From Lemma 7.7, we have schemeS'; R-) with an associated binding setB satisfying both
conditions (B.1) and (B.2) in Lemma 7.7. Scheme §; R) = Amplify(S:; R-), and hence we will need
to show that the ampli cation boosts the binding by making sure both opening$S ; R')(B) 1
and opening$S ;R%)( ) 1 with probability 1 2 (™,

Throughout this proof, the value of m will be xed to n (as in Step 3 of Algorithm 7.2), although
we will keep writing m. We de ne our new binding set B%for (S;R) in terms of B as follows:

BO= f( 1;:::; m):9j1;:::;) +1 such that i, 2Bg:
Thatis, a transcript %= ( 1;:::; m) 2B atleast +1of ;'sareinB. Conversely, °2Bi
at least m of the j's are not in B.
Property (B.1). Using the same analysis and notations as in the proof of Lemm&.7, we have
that
E [Aj] 2™ 32" (2% 2krem
coins R[1];  ;RY[m]

where A is the random variable denoting the set of valuesa = (az;:::;am)'s for which the sender
S produces a valid opening with respect toB%in some continuation of the protocol.

Since = (1) and k- logn, observe that ; = b( + % n)kc > k +8n, for large enough

values ofn. Let random variable T = f(hy;hi(a)) : h1 2H 1" a2 Ag. Since the range oth, 2 H
isf0;1g t, the density of T satis es

[ (T)] E[Aj] 2 < 2Kk*m o (k+8n) -5 2n.
]

coins R[1]; ;R[m

have that
Ty 2 2"=2 "

By Lemma 4.3, we can conclude that for such a (with (T) 2 M),

h i
Pr fd®:cW@®)y2T1g>1 =2 (M;
coins R,

Finally, we have

Pr  opening$S ;:RY) > 1

coins R1

h
pro  (M>2"+ Pr fd® :cO@®y2Tgi>1 (T) 2"

coins R}, ;RE coins R},
=2 (M.
Property (B.2). Fix any 22 BC Again, we use the same analysis and notations as in the proof

of Lemma 7.7 to get:

coins R2[1];  ;R2[m]

S produces a valid opening in some continuation of the protocb
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Since = (1) and k logn, observe that , = b(n + % n)kc> (n )k + 7n, for large
enough values ofn. Let random variable T = f(hy;hy(b)) : ho 2H,>” b2 Bg. Since the range of
h, 2 H, is f0;1g 2, the density of T satis es

E [ (T)] E[jBj] 2 2< 2Mm Jk#sm 5 ((n )k+7n) — 5 2n,
]

coins R?[1]; ;R?[m

sincem = n. Hence, with probability at least 1 2 " over the coins tosses oR?[1];:::; R2[m], we
have that
Ty 22 2»=2 "™

By Lemma 4.3, we can conclude that for such a (with (T) 2 M),

h i
Pr fd®:c@®@®)2T1g>1 =2 (M,

; 2
coins R{j

Finally, we have

Pr  opening$S ;R?)( % > 1

coins R?

h i
Pr (M>2"+ pPr_ [fd?@:c@@@)2T1g (T) 27"
coins R?;  ;R2 coins RZ,
=2 (m:

Our proof is complete.

7.5 One-Way Functions implies Collection of Commitments
In this section, we prove Theorem 3.1, restated in the next tleorem.

Theorem 7.10 (Restatement of Theorem 3.1) If one-way functions exist, then on security para-
meter n, we can construct in time poly(n) a collection of public-coin 2-phase commitment schemes
Comy; ;Comy, for m = poly( n) such that:

There exists an indexi such that schemeCom; is statistically hiding. (This property holds
regardless of whether the function for which the scheme is d®=d on is one-way or not.)

For every index |, schemeCom; is i -computationally binding.

Proof of Theorem 3.1. We apply Algorithm 7.2 to the scheme (Sp; Ro) based on one-way function.
In doing so, we obtain a collection of commitments by enumerting over all the polynomially many

choices of the\integerst 2[Ln], 1;:::; ~2[0;D 1], and -4 2 [0;n]. (Note that the number of
choicesisn D (n+1)=poly( n), asD is a constant and™ = log n.) By Lemma 7.3, the resulting
commitment schemes Com;  ; Comy, all run in probabilistic polynomial time. The hiding and

binding properties are given by Lemmas 7.11 and 7.12 below.

Lemma 7.11 (statistically hiding) . There exists a constantD 2 N, integerst 2 [1;n], q1;:::; ~ 2
[0;D 1], and -4; 2 [O;n] such that the 2-phase commitment scheméS; R) produced by Algo-

(regardless of whether the functionf on which the scheme is based on is one-way or not).
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Proof. We prove by induction on the properties of (Sj;R;) for j = 0;1;:::;". The induction
hypothesis is that (Sj;R;) has two associated setsly;j; To; f O 1g™’ such that for all R , the
following holds:

1. Ty [ Toy = £0,2g™ and (Tyy\ Tpj) minf2 =n;1=2Dg.
2. CPY2 (AjV) 2 & D whereA = outputs(S%; (T1;);R )and V = views (S;(Ty;)iR ).

P
3. CPY2(BjwW; ) 2 (i 1, where B = outputs(SZ;(T2;j);R )() and W =
viewk (S (Tzj);R )(), and = transcripfSi(T2;);R ),
wherek; is de ned as in Algorithm 7.2.

The base case of = 0 follows from Lemma 6.11, and Lemma 7.4 proves the inductia step.
Finally, observe that (T~ \ T2:) minf2 =n;1=(2D)g = (1) since " =log n. By Lemma 7.5,
there exists two setsTy.41 and T2 41 such that for all R , the following holds:

1. (Tee1); (Tarer)>1 2 (M,

2. (A;V) is 2 (M-close to Ur;V), where A = outputg(Si(Ty+1);R ) and V =
viewg (Si(T1+1);R ).

3. (B;W; )is2 (M-close to Ur; W, ), where B = outputg(S2(T2:+1);R )() and
W = viewg (S3(T2:+1);R )(), and = transcript(S(T2-+1);R ).

Our proof is complete.

Lemma 7.12 (1-out-of-2-computationally binding). There exists a constantD 2 N such that for
all integerst 2 [1;n], q1;:::; ~ 2 [0;D 1], and -41 2 [0;n], the 2-phase commitment scheme
(S;R) produced by Algorithm 7.2 with parametersD, t, and ( 1;:::; -+1) IS computationally f -
binding in the sense of De nition 2.6. (Here the function f for which the scheme is based on needs

to be hard to invert.)

Proof. By Lemma 7.9, we have established that the 2-phase commitmérscheme §; R) produced by
Algorithm 7.2 satis es the rst condition of De nition 2.6. In addition, it also satis es the second
condition for all S with the unique binding property. Stated formally, for every deterministic (and
computationally unbounded) S with the unique binding property,

Pr opening$S ;RY) 1 =1 2 (M; (5)

where the probability is taken over the coins ofR.

Thus, it su ces to prove is that any PPT S breaking the second condition of De nition 2.6 with
probability " will either (i) yield a PPT § that violates the computational i -binding property of
(So; Ro) with probability at least "°® =poly(n), or (ii) yield a computationally unbounded $ that
has the unique binding property and succeeds with probabity greater than "=2. In both cases,”
needs to be negligibly small in order to avoid a contradiction. Without loss of generality, we may
assume adversarial PPT sendefS to be deterministic since we can set its coins to maximizes &
success probability.

From now on, let " be the probability that the deterministic S breaks the second condition of
De nition 2.6 with respect to scheme (S; R). By the way we de ned (S; R), it contains polynomially
many executions of Sp;Rp). Let N = n D denote such number.
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Let z denote the transcript of (S ;R). Contained in z is also a rst-phase commitment z][i] for
the i-th execution of Rg, denotedRg[i] (for all i =1;2;:::;N). Let 2[i] be the partial transcript of
Z up to and including the rst commit stage of Rg[i]. Note that z[i] is a su x of “z[i], and 2]i] is a
pre x of z.

For all index i 2 [N], partial transcripts “z[i] ending with the rst commit stage of Rgl[i] and
d 2 f 0;1gk, de ne

Pi: 2[i}:d = Fsr - [z contains a valid opening ofz[i] to value djz begins with 2i]];
z ;

where as usual by a valid opening, we mean that the transcript [i] of S 's interaction with Rgli]
contains an opening ofz[i] to the value d, the rst phase of [i] is not in the binding set By, and
Ro[i] accepts in both phases of [i].

Let K = 2%, wherekg is the message length in $o; Rg). We have two cases to consider.

Case 1: There exists ani 2 [N] such that with probability at least ﬁ over Zi], there exists
d 6 d°with both Pi; 2[i1;d5 Pi; 2[i];d° > aNK -

In this case, we violate the computational f -binding property of (Sp; Rg) by considering the
following sender$ interacting with Ro[i].

1. Select a randomi  [N].

2. Run'S with R, simulating all of the messages oR! internally except for those of
Roli]. Halting after the rst commit stage of Rg[i], we obtain a partial transcript
2i]. From 2[i], we getz[i], the rst-phase commitment of Rgli].

3. Record the current state of S and R

4. Continue the execution ofS with R! from to obtain a decommitment to a value
d in the interaction with Rg[i].

5. Repeat Step 4 with independent randomness in continuing e execution of S
with R! to obtain a decommitment to a value d® (This can be done sinceR is
public coin, i.e., just sends independent random coins at e round, and S is
deterministic.)

Because our goal was to violate the computational i -binding property of (Sp; Ro), we succeed
in the above algorithm if d 6 d®and decommitments produced are valid. We calculate our su@ss
probability as follows: We guess correct index 2 [N ] with probability 1 =N. Given that we guess the
correct i, we get the desiredz{i] with probability at least W Now, when we do two independent
continuations of 2[i] we arrive at two di erent decommitted values with probabil ity greater than
(ﬁ)z. Consequently, we violate the computational f -binding property of (Sp; Ro) (i.e., win the
game in Condition 2 of De nition 2.6) with probability great er than

1 " A | "3 "o

N 4NK 4NK ~ N 4NK ~ n ’

sinceK = 2ko = 2000gn) = pgly(n)and N = n D = n O(1)°09" = poly(n). This forces" to
be a negligible function.

42



Case 2. For all i 2 [N], with probability greater than 1 ﬁ over Zi], there is at most oned
such that Pi: 2i1:d © Nk

De ne d (2[i]) to be the value of d that maximizes p; »;1.4- Taking a union bound over all the
rest of the pi a0 <z We have that

Pr [S opens somez[i] to a value other than d (2[i])]

z (S ;R

X\I mn h mn i

K + Pr exists more than oned such that p;. sri1.q4 >

_, ANK 2[i] Pizild = ZNK
< +

I\If ANK K ANK
< —:

2

Let S be the adversary that mimics S except that it halts and fails if S attempts to open
somez[i] to a value other than d (2[i]), for all i 2 [N] and all 2[i]. By the way we de ned S, the
nal outcome of (S;RY) will only di er with the original nal outcome of (S ; RY) with probability
at most "=2 over the coin tosses ofRl. In addition, S has the unique binding property. By

Equation (5) above, opening$S;R!) > 1 occurs with at most negligible probability over the coin

tosses ofR!. Hence, opening$S ;RY) > 1 occurs with probability at most neg(n) + "=2. We
started o assuming that S breaks property (B.1) of scheme &; R) with probability at least ", i.e.
opening$S ;R') > 1 with probability at least ". Thus " neg() + "=2, which implies. that
" = neg(n).

8 Statistical Zero-Knowledge Arguments from 1-out-of-2-B inding
Commitments

In order to prove Theorem 3.2, we provide an overview of our costruction of statistical zero-
knowledge arguments for all ofNP from 1-out-of-2-binding commitment schemes. Our construton
is identical to that of Nguyen and Vadhan [NV06]. However, the analysis of the soundness property
is more involved since we are considering 1-out-of-2omputationally binding commitments rather
than 1-out-of-2 statistically binding commitments.

8.1 Zero-Knowledge Protocol for Hamiltonicity

It will be convenient to present our protocols based on an abisaction of standard zero-knowledge
proofs for NP -complete problems [GMW91, Blu87]. By repeating the standad zero-knowledge
proof for Hamiltonicity [Blu87] a total of g = O(log n) times in parallel (for n = jxj), we may
assume that every languagd. 2 NP has a public-coin zero-knowledge proofR; V)(x) of the form:

1. P commits to " bits (by; by; ;b), and sends the commitments toV. (In Hamiltonicity
this is a commitment to the adjacency matrix of permuted graphs)

2. V sends a challengee f 0;1g%. (This tells the prover whether to reveal the permutation or
a cycle in the permuted graph in each of the executions)
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3. P sends a sequence of indiced 2 [']9, where U is determined by the challenge, theNP -
witness and the prover's coin tossesP opens the commitments toly for i 2 U. (U consists
of openings to the entire graph or cycles. By using approprige "dummy” commitments, we
can ensure that the subsets of indices are of xed sizea = u(n).)

4. V checks that \U and (b);2y are valid with respect to the challengec" and that the opened
commitments are valid. (The veri er will check that either t hese values correspond to the
adjacency matrix of a permuted graph or that they correspondto a Hamiltonian cycle.)

This proof system has perfect completeness and soundness®= 1 =poly(n) if the commitment
scheme used is perfectly binding. More generally, we can sdiiat if x 2, then with probability
1 1=poly(n), either the verier rejects or the prover breaks one of the @mmitments. If the
commitment scheme used is statistically hiding, the protool is statistical zero knowledge.

Let us abstract the properties of the generic protocol P; V) once the commitments have been
removed.

Lemma 8.1 (cf. [NV06]). For every languagelL 2 NP and everys(n) = 1 =poly(n), there are four
polynomial-time algorithms P;V, U and Sim and functions “(n) = poly( n); g(n) = O(log(n)); u(n) =
poly(n) such that

P takes as input an instancex, an NP -witness w, and a sequence of coin tosses, and
outputs a “-tuple (by; ;b).

U takes as input an instancex, an NP -witnessw, a sequence of coin tosses,, and a challenge
c2f 0;1g" and outputs a sequence of indiceb 2 [']9.

V takes as input an instancex, a challengec 2 f 0; 1g%, a sequence of indiced 2 [']9, and a
sequence of bit{hy);>y and outputs a decision2 f accept ;reject g.

Sim takes as input an instancex, a challengec 2 f 0;1g9 and a sequence of coin tossesss
and outputs a sequence of indiceb 2 [']9 and a sequence of bitgh )iz .

Perfect completeness If x 2 L, then with probability 1 overr, and c % 0;1¢% it holds that V
accepts x;c;U(x;w;rp;c);P(x;w;rp)ju(x;rp;c) .

Soundness If x 62L, then for every (by;  ;b), with probability at most s(n) over ¢ ¥ 0; 1g¢,
there exists a sequencé&) such thatV accepts(x;c; U;(3)i2u).

Zero-knowledge There exists a PPT Sim such that for everyx 2 L, and everyc 2 f 0;1g"
the distributions Sim(x;c) and (U(x;rp;C);P(X;w;rp)ju) (taken over the choice ofry) are
identical.

8.2 Zero-Knowledge Arguments from a Single of 1-out-of-2-B inding Commit-
ment

As a warm-up to the construction of zero-knowledge argumert based on the collection of commit-
ments given by Theorem 3.1, we will give the construction baed on a single f -binding commitment
scheme.
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Theorem 8.2. Let L 2 NP and (S;R) be a 2-phase commitment scheme on security parameter
1". There exists an interactive protocol (P%V9 such that:

If x 2 L and (S;R) is statistically hiding, then (P%V9 is statistical zero-knowledge

If x 62L and (S;R) is 1-out-of-2 computationally binding, then (P%V9 is computationally
sound with soundness errorsqjxj) = 1 =poly(jxj).

The new protocol (P2 V9 will consist of two sequential executions of the generic potocol (P; V).
The prover will use the rst phase of (S;R) in the rst execution and the second phase of §;R) in
the second execution. The soundness property will rely on ta fact that for each commitment, at
least one phase is binding (though it might be a di erent phase for each commitment). Intuitively,
this f -binding property should ensure that the prover cannot chea in both executions.

However two di culties arise at this point. First, the prove r only opensu rst phase commit-
ments in the rst execution, whereas we need second phase commitments in the second execution.
Secondly, the prover only needs to break one rst phase comrtinent to ruin the soundness property
in the rst execution and we cannot guarantee that the corregponding second phase commitment
(known to be binding) will be opened by the prover in the seconl execution.

In order to manage these di culties, in the rst execution, w e make the prover commit to each
bit b a total of “2 times using the rst phase of (S;R). We denote these rst phase commitments
zi; fori2[Jandj 2 ['?]. Hence the prover opens more than enough rst phase commit@nts in
the rst execution so that the corresponding second phase aomitments can be used in the second
execution.

The protocol (P%V9 is zero knowledge wherx 2 L because both phases of the commitment
scheme G; R) are statistically hiding and the generic protocol is zero knowledge when the commit-
ment scheme used is hiding.

Let x 62.. Suppose that in the rst execution of (P;V), there exists a rst-phase commitment
zi ; suchthatz ; can be opened successfully as both 0 and 1 with rst-phase trescripts not in
B (hence the corresponding second phase commitments are notiganteed to be binding). If this
is the case, we can build an adversary breaking the computatinal binding property of (S;R) by
guessing which rst phase commitmentz;; satis es this property.

Hence, we can assume that each rst-phase commitmeng;; has at most one \proper" de-
commitment value q;j . Let us consider the soundness property for the rst executbn of (P;V).
Consider the sequencelf; ;b) wherel is the majority of b, (overj 2 [?]). By soundness
of the generic protocol, the veri er would reject if the prover opens consistently with @;; ;b).
Thus there must be an indexi such that the prover opens inconsistently with by , i.e. at least
half of the commitments fz; .1; ;2 .29 are not opened properly and the second phases of these
commitments will be statistically binding.

Before the second execution starts, the veri er chooses a ralom correspondence between the
rst phase commitments opened in the rst execution and the second phase commitments to be
used in the second execution. This random \shu ing" guarant ees that if the prover cheats in the
rst execution by opening at least half of the commitments fz .1;  ;z ..2gimproperly, then with
high probability every bit qo committed to in the second execution of P;V) will have at least one
binding second phase commitment. Then, by soundness of theegeric protocol, the veri er rejects
in the second execution.
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The details of the construction and proof of Theorem 8.2 folbw.

Zero-knowledge protocol from a single 1-out-of-2 computat ionally binding commitment

First execution of  (P;V): P%and Vsimulate a rst execution of the generic protocol (P;V)(x)
with soundness parameters(n) = 1=4n using the rst commitment phase and rst reveal
phase of §;R).

1.
2.

The prover generates a sequencdy( ;b) as in the generic protocol.

For eachi 2 f 1; .0, the prover commits to by a total of *2 times by running the
rst commitment phase. We refer to these commitments to b as a "block” B; =

fz.1;  ;z-29 thatis z; = (Sk(b;rij); R where ther;; are uniform and independent
coin tosses forSt.

VOsends a rst challengec 2 f 0; 1g9 as in the generic protocol.

. PO computes a sequence of indices 2 [']9 corresponding to the challengec as in the

generic protocol.

For each indexi 2 U, P%sendsh and opens the 2 commitments to b in the block B;
by running the rst reveal phase (S(rij );R)(zij ;1) for eachj 2 [*2].

. VOrejects if the verier V rejects in the generic protocol or if the receiverR} rejects in

the reveal phase.

Second execution of (P;V): P%and VO simulate a second execution of the original protocol
(P;V)(x) using the second commitment phase and second reveal phasé (8;R). To do
so, the veri er will choose a random correspondence betweethe rst phase commitments
opened in the rst execution and the second phase commitmerst to be used in the second
execution.

1.

For eachi 2 U, the veri er sends a random bijection ; :f1; ;29 7'[]1 [Li ! (p;0
(This is the correspondence between the rst phase commitmets already opened and
the second phase commitments to be used).

The prover generates a sequencd;  ;P) as in the generic protocol.

. Foreachp2fl, ; g, the prover commits to bg a total of u’ times by running the

second commitment phase. More speci cally the commitmentso bg are composed ol

blocks of size” denoted by B}, = fz,1;  ;zpq ;2,9 (for i 2 U) where

i _ 2n10. D2
Zpq = (Sc(Byi iy 1pig))s RENZi( 1) 1(pigy)

. V%sends a second challeng€® 2 f 0; 1g% as in the generic protocol.
. PO9computes a sequence of indiced® [']9 corresponding to the challengec® as in the

generic protocol.

. For eachp 2 U% P%sendst and opens the’ commitments to K in each block B}, (for

eachi 2 U) by running (Srz(ri;( 0 1(p;q));Rr2)(z});q;bB) forq2 ]

. VCrejects if the verier V rejects in the generic protocol or if the receiverR? rejects in

the reveal phase.
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Lemma 8.3 (Soundness property) If (S;R) is computationally 1-out-of-2 binding, then (P%V9
has soundness errors{n) = 1 =n.

Proof. We write jxj = n. Recall that s(n) = 1=4n is the soundness error of the generic protocol
and we set = 1=poly(n) for some polynomial to be determined below.

For each prex of a protocol transcript and each rst-phase commitment z; in that has
completed but has not been opened yet, we de ne (fob 2 f 0; 1g):

Piziyb = PTr [zij is opened tob successfully with a transcript T 62 B
A corresponding second-phase opened successfjillybegins with ]

where the probability is over transcripts T of (P?; V9.

Case 1: with probability at least over T, there exists a pre x containing a rst-phase
commitment z j (i 2 ['I;j 2 [2]) such that p ;, ;0 andp.z, , a

If this is the case, then we will build an adversary S? breaking the computational binding
property of (S; R) by guessing which rst phase commitmentz;; satis es this property and running
two parallel executions of P?; V9 to break the binding property. The PPT adversary S’ does as
follows:

1. S? guesses which rst-phase commitmentz;; corresponds to the commitmentz; ;; of Case
1. Note that with probability at least  over transcripts T h P?;V4, S?'s guess is successful
with probability at least 1 ="3.

2. S? executes the protocol P?; V9 by simulating P? and V°on its own for all but one of the 3
commitment phases and interacts withR in the guessed rst phase commitmentz; ;; . Hence
S? generates blocks of rst phase commitmentsB; = fz.1;  ;z2 fori 2 ['1;j 2 [%]. This
constitutes a pre x  of a protocol transcript.

3. S? generates two valid transcripts T; T® h P?;V{ starting with the pre x  (this is possible
becauseV %is public-coin). If S™'s guess was successful, then by de nition of Case 1, we have:

the probability that z ;; is opened to 0 successfully withT 62 Band the corresponding
second phase commitment is opened successfully is .

the probability that z; ;; is opened to 1 successfully withT ©62 Band the corresponding
second phase commitment is opened successfully is .

If we take = 1=poly(n), then the adversary S” breaks the computational binding property of

(S;R) with probability at least ~ %= 1=poly(n) which is nonnegligible. We have reached a con-
tradiction hence Case 1 does not occur.

Case 2: with probability at least 1 over T, it holds that for every prex  of T and for
every rst phase commitment z;;; in , there is at most one valueq'-?j 2f0;1gsuchthatp.; 07
We say that z;;; is opened properlyif z;; is opened to the valuelq speC| ed above.
Let x 62L and assume that the veri er V%accepts in the mteractlon (P?:V9(x) with probability
. By de nition of Case 2, with probability at least 1 over the transcripts of Steps 1 and 2 of
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the rst execution of (P;V), each z; has at most one proper decommitment valuetf;j . Consider
the sequencelff;  ;b’) wherely’ is the majority of b; (overj 2 [*?]). By soundness of the generic
protocol, the veri er accepts with probability at most s(n) if the prover opens consistently with
(6;  ;B%). Thus, except with probability s(n), there must be an indexi? such that the prover
opens inconsistently with b, i.e. at least half of the rst phase commitments in the block B;» are
not opened properly. Sincep 24 B < , with probability at least 1 , each corresponding second
phase will be statistically binding or it will not be opened successfully.

Let p 2 []. We will upper bound the probability that the block BI‘D? has no binding second
phase commitment. Recall that the bIockB}f contains ~ second phase commitments and these are a
random "-subset ofBj> over the veri er's choice of j». The probability that all of the corresponding
rst phase commitments were opened properly is at most BN 2 =neg(n). Hence the
probability that the block BI‘D? contains no binding second phase commitment is at most neg(+

(without loss of generality, we will ignore the probability that the block B}f contains no binding
second phase but the prover fails to complete the second reakephase since it would only increase
the soundness error). By a union bound, the probability that there exists an indexp 2 [] such
that the block BIE; has no binding second phase commitment is at most "2 + neg(n).

In case every bitbg in the second execution is statistically binding, then by sandness of the
generic protocol V% accepts in the second execution with probability at mosts(n).

Pr[V %accepts in both executions]
ar[9i;j; zi;j has more than one proper decommitment value]

+ Pr[ VC%accepts in 1st execution AND everyz;; is opened properly]
+ Pr[some z; opened improperly AND 9p 2 ['] such that bg is not binding]
+ Pr[ V%accepts in 2nd execution AND8p 2 ['], b is binding]

Fs(n)+( 2 eneg(m)+ s(n)= +2s(n)+ 2+neg(n) < -

— 1
for - m.

Lemma 8.4 (Zero knowledge property). If x 2 L and (S; R) is statistically hiding, then Protocol 8.2
is statistical zero knowledge.

Proof. Let x 2 L and w be a correspondingNP -witness. The interaction (P%V9 consists of two
sequential executions of the generic protocolR;V) such that the two executions are related by a
collection of bijectionsf igi>u.

The interaction (PYw);V9(x) produces a distribution of the form

((S(::L(Pl(X; w3 ré)); R%); C Pl(X;W; I’é)jul(x;w;r 0iC)
fig (SE(P2(x;w;rd)); RE); % P2(%; Wi r)iu2 pewsr 2:09)
where:

P‘(x;w;rI‘D) corresponds to the™-tuple (by; ;b)) output by the prover P in the ith execution
of the generic protocol (fori 2 f 1; 2g).
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(SL(P'(x;w;rp)); RL) corresponds toith phase commitments to the valuesP'(x; w;rp)

c; @ denote the challenges sent by the possibly cheating verierV? (that depend on the
previous messages of the generic protocol).

To simulate the veri er's view in the protocol ( P%V?) (even if V? does not follow the prescribed
protocol), the simulator will randomly guess which rst challenge c the cheating veri er will select
and later check that the guess was successful by runniny ?; if the guess was not successful, the
simulator will try again. Intuitively, with polynomially m any trials, the simulator will succeed in
guessing the veri er's rst challenge c and in simulating the veri er's view of the rst execution.
The simulator will then proceed to the second execution by radomly guessing which second chal-
lenge c® the cheating veri er will select.

Simulator  Sim for (P%V9
Inputs: an instancex and a cheating veri er algorithm V? (deterministic wlog)

First execution of the generic protocol 1. Uniformly select a challengec f 0;1g4

2. Run the simulator Sim for the generic protocol on input (x;c) to obtain a sequence of
indicesU 2 [']9 and commit to a sequence of bitsly; ;b)) where by is determined by
the challengecifi 2 U, O if i 62J.

3. Run the rst commitment phase of (S; R) to obtain the blocks fB;g that are rst phase
commitments to the values )iz

4. RunV?(fB;g) to determine which challengec? would be sent if it had received the above
rst-phase commitments

5. If ¢’ 6 ¢, go back to the beginning of the rst execution (for up to n 29 = poly( n)
trials). Otherwise, set = (fBigizy;C;(b)iz2u).

Second execution of the generic protocol 1. RunV?( ) to determine which bijections f ;g
to use for the second phase commitments.

2. Uniformly select a challengec® f 0;1g?

3. Run the simulator Sim for the generic protocol on input (x;c9 to obtain a sequence of
indicesU%2 [']9 and commit to a sequence of bitsi); ;1) where I is determined by
the challengec®if p2 UC 0 if p620U°

4. Run the second commitment phase of$; R) to obtain the blocks foog that are second
phase commitments to the values ),z

5. Run V?(; fBg) to determine which challengec’ would be sent if it had received the
above second-phase commitments

6. If ¢’ 6 ¢ go back to the beginning of the second execution (for up tan 29 trials).
Otherwise, output ( ; f g;fBGizupzr7: €% (B)p2u0).

Since the challenges; @ are taken from f 0; 1g% where g = O(log jxj) and the only information
the veri er has about c; @ when computing its challenges are the statistically hidingcommitments
infB;g;f B;)g, the simulator will guess each challenge successfully withoticeable probability 1=24

neg(n) = 1 =poly(n). Thus, polynomially many trials will yield successful guessesc and c® with all
but negligible probability.
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By a hybrid argument, the distribution output by the simulat or conditioned on successful guesses
cand is statistically indistinguishable from the distribution output in a real interaction ( PV 9(x)
since the commitments are statistically hiding in both phases.

8.3 Zero-Knowledge Arguments from a Collection of 1-out-of -2-Binding Com-
mitments

We will now show how to construct a zero-knowledge argument Bsed on a collection of commit-
ments.

Theorem 8.5. LetL 2 NP and Comy; , Com; be 2-phase commitment schemes (whe@om; =
(Sj;R;j)) on security parameter 1". There exists an interactive protocol (P%V9 such that:

If x 2 L and one of the commitmentsComy;  ;Comy is statistically hiding, then (P%V9 is
statistical zero-knowledge

If x 62 and all commitments Comy; ;Com; are 1l-out-of-2 computationally binding, then
(P% V9 is computationally sound with soundness erroisyjxj) = 1 =poly(jxj).

The new protocol (P% V9 will consist of (t + 1) sequential executions of the generic protocol
(P;V). In order to preserve the zero-knowledge property of the geeric protocol, we need the
prover's commitments in each execution to be statisticallyhiding. Since we are only guaranteed to
have at least one statistically hiding commitment among Com;; ;Com; (when x 2 L), we will
use a secret sharing scheme for each bit that the prover mustormit to in the generic protocol.
Each bit b will be shared usingt random values and the prover will commit to the jth share of b
using Com . This will ensure that each unopened bitly is hidden from the veri er and thus that
the protocol is zero-knowledge.

The soundness property will be proven by showing that the preer's commitments are binding
in at least oneof the executions. Similarly to the warm-up case, in each exaution of (P;V), for
everyj 2 [t], the prover commits to the j th share multiple times using both the rst and the second
phases of Com. For everyj 2 [t], the veri er chooses a random correspondence between therst
phase commitments using Com opened in therth execution (r 2 f1;, ;t+1g) and the second
phase commitments using Com in the remaining (t r +1) executions. This random \shu ing" of
the commitments using Com guarantees that if in the rth execution, the prover cheats by opening
inconsistently and breaking some rst phase commitments ugig Com;, then with high probability,
for each of the remaining ¢ r +1) executions, for everyi 2 [], the j th share ofby will have at least
one binding second-phase commitment. Hencevery bitly committed to in the (t + 1)st execution
will be binding and by soundness of the generic protocol the eri er rejects in the (t+1)st execution
(if it hasn't rejected in an earlier execution).

The details of the construction and proof of Theorem 8.5 folow. Similarly to the warm-up
case of a single 1-out-of-2 computationally binding commitent, we will establish the soundness
property by analyzing all rst phase commitments (of the rs t t executions of the generic protocol)
at once.

50



Zero-knowledge protocol from a collection of 1-out-of-2 co mputationally binding com-
mitments

First execution of the generic protocol (P;V): P%and VO simulate a rst execution of the
generic protocol P;V)(x) with soundness parameters(n) = ﬁ using the rst commitment
phase and rst reveal phase of each commitment scheme.

1.
2.

The prover generates a sequencéj; ;b') as in the original protocol.
For eachi! 2 ['], the prover rst computes sharesof b, i.e. chooses random bitd ; ;b
such that by = b, blll.j B,

. For every il 2 ['];j 2 [t], the prover commits to the share b,ll;j a total of (t 2) times by

running the rst commitment phase of Com;. We refer to these commitments to blll,j as a
n n — . . 1 —_ l . .

block Bill;j = fzill;j;l, ,zill;j;t\ »0, that is zill;j;k =(( Sj)c(b,ll;j ,rill;j;k),Rj ) where therill;j;k
are uniform and independent coin tosses for$; )e.

V9sends a rst challengec! 2 f 0; 1g9 as in the generic protocol.

P%computes a sequence of indicad? 2 [']9 corresponding to the challengec® as in the generic
protocol.

. For each indexi' 2 U, for each commitment scheme Com P° sendshi; and opens

the t°2 commitments in the block Bill;j by running the rst reveal phase of Com;, i.e.
((Sj )}(rill;j;k ); (Rj )})(Zill;j;k ;b|11;j) for k 2 [t 2]-

7. For every il 2 U', VO computes the bit b} = Iolll;1 blll;j Iolll;t and rejects if the
veri er rejects in the generic protocol.

Second execution of the generic protocol (P;V):

1. The prover generates a sequencésy, ;%) as in the original protocol.

2. For eachi? 2 ['], the prover rstcomputes sharesof %, i.e. chooses random bitd?, ,; ;b5
such that b% = b5, blzz.j b,

3. For everyil 2 UL, everyj 2 [t], the verier sends a random bijection ill_j f1, t%g 7!
f2;, ;t+1g T[] [ Inotherwords, the verier gives a correspondence betweagthe rst

phase commitments that were opened in the rst execution andthe second phase commit-
ments to be used in the subsequent executions 2 ;t+1. The block Bill;j of sizet™ 2 is divided
into subblocks of size', one subblock for each subsequemith execution (for p 2 f 2; t+1Q)
and for each shared bittfp (for iP2 ['D.

For everyi? 2 ['], everyj 2 [t], the prover commits to the sharebfz;j atotal of (U +(t 1)?)
times:
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u’ commitments are obtained as follows: for eachi! 2 U!, we take the rst phase
commitments in Bill;j corresponding to ( ill;j) 1(f2g f i%g []) and run the second
commitment phase of Com. We refer to these second phase commitments th22.j as a
block Ci%.j .

(t 1)'2 commitments are obtained by running the rst commitment pha se of Com.
We refer to these rst phase commitments as a bIocI<Bi22.j .

5. VOsends a challenge? 2 f 0; 1g9 as in the generic protocol.

6. The prover computes a sequence of indicdd? 2 [']9 corresponding to the challengec® as in
the generic protocol.

7. For each indexi? 2 U2, for each commitment scheme Com Posendsblzz,j and opens the
commitments to the share blzz,j as follows:

the prover opens theu™ commitments in the block Ciz2 by running the second reveal

i
phase of Com

the prover opens the ¢ 1)'2 commitments in the block Bizz_j by running the rst reveal
phase of Com

8. For everyi? 2 U?, V°computes the bit b, = ., (o2

o b%., and rejects if the
veri er rejects in the generic protocol.

rth execution of (P;V) for r 2 3; t+1g:

1. The prover generates a sequencdd; ;b)) as in the original protocol.

2. For eachi’ 2 ['], the prover rst computes sharesof i, , i.e. chooses random bitd .,; ;1
such that b, = b 4 o o f3

3. Foreveryi” 12 U" 1 everyj 2 [t], the veri er sends a random bijection |, 11.J. fL o (t+
1 r)2g7ifr; ;t+1g [1 [']- Inother words, the veri er gives a correspondence betwee
the rst phase commitments that were opened in the ¢ 1)th execution and the second phase
commitments to be used in the subsequent executiong ;t+1. The block Birr %_J. of size

(t (r 1))2is divided into subblocks of size", one block for eachpth execution (for
p2fr, ;t+1g) and for each shared bittf, (for iP 2 [']).

4. For everyi" 2 ['], every|j 2 [t], the prover commits to the sharel; ; atotal of ((r 1u” +
(t r+1)?) times:
(r 1)u” commitments are obtained as follows. Foreverymn 2f1; ;r 1g, everyi™ 2
U™, we take the commitments in B, corresponding to ( {n ;) Yfrg f i"g []) and
run the second commitment phase of Com We refer to these second phase commitments
to H:, as a blockCy: ;.

(t r+1) 2 commitments are obtained by running the rst commitment pha se of Com.
We refer to these rst phase commitments as a blockB/: ;.

52



5. VOsends a challenge” 2 f 0; 1g9 as in the generic protocol.

6. The prover computes a sequence of indicdd" 2 [']? corresponding to the challengec’ as in
the generic protocol.

7. For each indexi’ 2 U", for each commitment scheme Com po sendsH; y and opens the
commitments to the sharely, ; as follows:

the prover opens the ¢ 1)u” commitments in the block C/.. by running the second

reveal phase of Com

the prover opens the ¢ r + 1) 2 commitments in the block B, ; by running the rst
reveal phase of Com

J

8. For everyi" 2 U", VOcomputes the bit b, = df , b H:.. and rejects if the
veri er rejects in the generic protocol.

VO accepts in the execution P%V9(x) if and only if V© accepts in all {t + 1) executions of
(P;V).

We will analyze all rst phase commitments (of the t rst executions of the generic protocol)
at once and consider two cases:

Case 1: If there exists a rst phase commitment z{; ik in round r using Com that the cheating
prover P? can open in two dierent ways, then we will build an adversary breaking the
computational binding property of Com; by guessing which rst phase commitment z,lk
satis es this property.

Case 2: If for every rst phase commitment zIJ « » the cheating prover P? has low success proba-
bility in opening zm;k in two di erent ways then there exists a \proper" opening val ue t{;j;k
that z{;j;k should be opened to. Then the analysis proceeds similarly tthe case of 1-out-of-2
statistically binding commitments.

Lemma 8.6 (Soundness property) If all commitments Com;; ;Com; are 1l-out-of-2 computa-
tionally binding, then (P%V9 is sound with soundness errors{n) = 1 =n.

Proof Sketch. We write jxj = n. Recall that s(n) = ﬁ is the soundness error of the generic
protocol and we set = 1=poly(n) (or some polynomial to be determined below. Each rst phase
commitment used in the (P V9 protocol will be denoted z[;, wherer 2 [t+1] denotes the round,

i denotes that the commitment is to the share of bitly in the generic protocol,j is the commitment
scheme used and is the index of the commitment within the block By, .

For each pre x of a protocol transcript and each rst-phase commitment z{;j;k in that has
completed but has not been opened yet, we can de ne (fob2 f 0; 1g):

Pag, v = Pr [z« is opened successfully td with T 62 B

A corresponding second-phase opened successfilllybegins with ]

where the probability is taken over transcripts T of (P?; V9.
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Case 1: with probability at least over T, there exists a prex containing a rst-phase
commitment z" j ;; x suchthatp.zr, . ., 0 andpgr .,

If this is the case, then we will build an adversary S? breaking the computational binding
property of Com; by guessing which rst phase commitmentz" ; ;; ., satis es this property and
running two executions of (P?: V9 to break the binding property. The PPT adversary S? does as
follows:

1. S? will guess which roundr, which commitment scheme Com and which rst-phase com-
mitment z{.. ik corresponds to the commltmentzr  of Case 1. Note that with probability
at least over transcripts T h P?; V34, S”s guess is successful with probability at least
1=t * t t¥)=(@1=t)3

2. S? executes the protocol P?; V9 by simulating P? and V°on its own for all but one of the

rst commitment phases and interacts with R in the guessed rst phase commitmentz] e
This constitutes a pre x  of a protocol transcript.

3. S? generates two valid transcripts T; T h P?;V{ starting with the prex . If S™'s guess
was successful, then by de nition of Case 1, we have:

the probability that z{ § K is opened to 0 successfully withl 62 B and the correspond-
ing second phase commitment is opened successfully is at &a .

the probability that z{ § K is opened to 1 successfully withl 62 B and the correspond-
ing second phase commitment is opened successfully is at &a .

If we take = 1=poly(n), then the adversary S” breaks the computational binding property of
Com; with probability at least 3 (1=t)3 = 1=poly(n) which is nonnegligible. We have reached a
contradiction hence Case 1 does not occur.

Case 2: with probability at least 1 over T, it holds that for every prex  of T and for
every rst phase commitment zj.,, in , there is at most one value {;, )? 2 f0;1g such that

p‘Zi;j;k ’(blr;j;k )?

We say that z{; ik is opened properlyif z., is opened to the value q " )? speci ed above.

Let x 62 and assume that the veri er V accepts in the interaction (P 7; V 9(x) with probability
s{n). By de nition of Case 2, with probability 1 overT, eachz1 « has at most one proper de-
commitment value (ql;j;k )?. Consider the sequencetg?; bl’1 b%l : blf bt bl?)
wherebl;’ is the majority (over k 2 [t"?]) of (b, )°. By soundness of the generic protocol, the veri er
would reject with probability 1 s(n) if the prover opens consistently with (bj7;  ;bt%; ;b5 ;bY).
Thus except with probability s(n), there must be an indexi'” 2 U! and an indexj? 2 [t] such
that the prover opens inconsistently with 19 .2, l.e. at least half of the commitments in the block
Bllo ., are not opened properly Without Ioss of generality, we may asume that these rst phase
comm|tments use Com, i.e. j” = 1. Recall that each of the corresponding second phase comini
ments will be statistically binding with probability at lea st 1

Let us consider the second phase commitments using Comin the subsequent executions
2;  ;(t+1). For the pth execution (p2f2 ;t+1g) and for the shared bit tfp @(i" 271D,
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the probability that the rst phase commitments of B 711 corresponding to CIp ., Wwere opened
properly is at most (1=2) = neg(n). Hence the probability that the block C p.1 CONtains no binding
second phase commitment is at most neg() + ~. By a union bound, the probablhty that there
exists some executionp and some shared bitkf, for which the block Cf}., contains no binding
(second phase) commitment is at most" 2t + neg(n). This implies that with probability at least

1 ( +s(n)+ " 2t+neg(n)), any shared bit committed to using Com; in the executions 2 ;t+1
can be opened in at most one way.

By a similar reasoning, assume that the schemes Com ;Com, 1 are binding in the rth
execution. By de nition of Case 2, each rst phase commitmen z] ik in the block Br has at most
one proper decommitment value f;, )’ . Consider the sequencetf?;; ;b”; l:gj, ;07)
where b7 is the majority (over k 2 [(t r)™?]) of (b, )?. By soundness of the generic pro-
tocol, the verier would reject with probability 1 s(n) if the prover opens consistently with
(b7 ;b7 ;bB%;  ;H3). Thus there must be an indexi™ and an indexj? such that the
prover opens inconsistently with q’,o j2, l.e. at least half of the commitments in the block B 2
are not opened properly. We know thatj? 62 fl; ;r 1g since we have assumed the bIock@rJ
forj 2f1, ;r 1g contain a binding commitment. Hencej? 2 fr; itg and Wlthout loss of
generality, we may assume that these rst phase commitmentsuse Com, i.e. j? . Recall that
each of the second phase commitments will be statistically imding with probability at least 1

By reasoning similarly to above, the probability that there existsp2fr+1; ;t+lganda
shared bit tfp such that the block Cf; ., contains no binding second phase commitment is at most

* 2t+neg(n). Hence with probability at least 1  ( + s(n)+ ~ 2t+neg(n)), any shared bit committed
to using Comy in the executionsr +1; ;t+ 1 can be opened in at most one way.

Pr[Vv°accepts in aII t + 1) executions]
Pr[9r hkzi ;x has more than one proper decommitment value]

+ Pr[9r 2 [t], V%acceptsrth execution AND 8i;j;k , zi;j;k is opened properly]
+ Pr[some z{;j;k opened improperly AND 9p2f2;, ;t+1g;j 2 [t]
such that Cf;; has no binding commitment]
+ Pr[ V%accepts in ¢ + 1)th execution AND 8i;j , Ct+l has a binding commitment]
+t s(n)+t (“%)+ +neg(n)
+(t+1)s(n)+ t?> 2+neg(n) < 1=n

if we take = W2%+_1)
Lemma 8.7 (Zero-knowledge property). If x 2 L and one of the commitmentsComy; ; Comy

is statistically hiding, then (P% V9 is statistical zero knowledge.

Proof Sketch. Recall that each bit by in each execution of the generic protocol is shared using
random valuesb; 1; bt such that b = J- b;j and the prover commits to the jth share of b
using one of the phases of Com
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If at least one of the commitment schemes used is statisticl (resp. computationally) hid-
ing, then the secret sharing scheme ensures that each bl committed to in the generic pro-
tocol is hidden. Given a bit , we can dene a new 2-phase commitment scheme Comj =
(C1( 1);Ca( 2);  :Ci( ) where =, ; andthe commitment schemeC; consists of both rst
phase commitments using Com and second phase commitments (coming from di erent rst phase
transcripts) using Com;. If one of the commitments Comy; ;Com, say Com is statistically
hiding, then Com is statistically hiding since the commitments in the jth block are always hiding.
We can then apply a reasoning identical to that in the case of asingle 1-out-of-2 binding scheme,
except that the simulator will need to simulate (t +1) sequential executions of the generic protocol
as opposed to 2 executions (the simulator will guess the chigihge for theith execution successfully
with all but exponentially small probability with polynomi ally many trials and once the guess for
the ith execution is successful, the simulator goes on to guessdhchallenge for the ( + 1) execu-

tion).

Acknowledgements

We thank Oded Goldreich, Alex Healy, Rafail Ostrovsky and Omer Reingold for helpful discussions.

56



References

[AHO1]

[BBRSS]

[BCC88]

[BCYO1]

[Bel02]
[BHZ87]

[BINO7]

[BKK9O]

[BIu87]

[BLVO4]

[Dam87]

[DH76]

[Din06]

[DPP98]

William Aiello and Johan Hstad. Statistical zero- knowledge languages can be recog-
nized in two rounds. Journal of Computer and System Sciences42(3):327{345, 1991.

Charles H. Bennett, Gilles Brassard, and Jean-MarcRobert. Privacy ampli cation by
public discussion. SIAM Journal on Computing, 17(2):210{229, 1988. Special issue on

cryptography.

Gilles Brassard, David Chaum, and Claude Cepeau. Minimum disclosure proofs of
knowledge. Journal of Computer and System Sciences37(2):156{189, 1988.

Gilles Brassard, Claude Cepeau, and Moti Yung. Castant-round perfect zero-
knowledge computationally convincing protocols. Theoretical Computer Science 84(1,
Algorithms Automat. Complexity Games):23{52, 1991. 16th International Colloquium
on Automata, Languages, and Programming (Stresa, 1989).

Mihir Bellare. A note on negligible functions. J. Cryptology, 15(4):271{284, 2002.

Ravi B. Boppana, Johan Hstad, and Stathis Zachos. Does co-NP have short interactive
proofs? Information Processing Letters, 25(2):127{132, 1987.

Mihir Bellare, Russell Impagliazzo, and Moni Naor. Does parallel repetition lower the
error in computationally sound protocols? In Proceedings of the 38th Annual Symposium
on Foundations of Computer Sciencepages 374{383, 1997.

Joan Boyar, S. A. Kurtz, and Mark W. Krentel. A discre te logarithm implementation
of perfect zero-knowledge blobsJournal of Cryptology, 2(2):63{76, 1990.

Manuel Blum. How to prove a theorem so no one else canlaim it. In Proceedings
of the International Congress of Mathematicians, (Berkelg, California, 1986), pages
1444{1451. American Mathematical Society, 1987.

Boaz Barak, Yehuda Lindell, and Salil Vadhan. Lower bounds for non-black-box zero
knowledge. Technical Report TR04{083, Electronic Colloguum on Computational
Complexity, September 2004. Extended abstract inFOCS "04

Ivan Damgrd. Collision free hash functions and public key signature schemes. In
EUROCRYPT, pages 203{216, 1987.

Whit eld Di e and Martin E. Hellman. New directions i n cryptography. IEEE Trans-
actions in Information Theory, 22(6):644{654, 1976.

Irit Dinur. The PCP theorem via gap ampli cation. In  Proceedings of the 38th Annual
ACM Symposium on Theory of Computing 2006.

Ivan B. Damgrd, Torben P. Pedersen, and Birgit Pt zmann. Statistical secrecy and
multibit commitments. |EEE Transactions on Information Theory , 44(3):1143{1151,
1998.

57



[Forgo]

[GGLIS8]

[GGM86]

[GK96]

[GMRS8]

[GMR89]

[GMWO1]

[Gol93]

[Gol01]

[HHK * 05]

[HILL99]

[1L89]

[ILL89]

[IR89]

Lance Forthow. The complexity of perfect zero-knovedge. Advances in Computing
Research: Randomness and Computatiqrb:327{343, 1989.

Oded Goldreich, Sha Goldwasser, and Nathan Linial Fault-tolerant computation in
the full information model. SIAM Journal on Computing, 27(2):506{544, 1998.

Oded Goldreich, Sha Goldwasser, and Silvio Micali How to construct random func-
tions. Journal of the ACM, 33(4):792{807, 1986.

Oded Goldreich and Ariel Kahan. How to construct congant-round zero-knowledge
proof systems for NP. Journal of Cryptology, 9(3):167{190, 1996.

Sha Goldwasser, Silvio Micali, and Ronald L. Rived. A digital signature scheme secure
against adaptive chosen-message attack$SIAM Journal on Computing, 17(2):281{308,
1988.

Sha Goldwasser, Silvio Micali, and Charles Racko. The knowledge complexity of
interactive proof systems. SIAM Journal on Computing, 18(1):186{208, 1989.

Oded Goldreich, Silvio Micali, and Avi Wigderson. Proofs that yield nothing but their
validity or all languages in NP have zero-knowledge proof sstems. Journal of the ACM,
38(1):691{729, 1991.

Oded Goldreich. A uniform-complexity treatment of encryption and zero-knowledge.
Journal of Cryptology, 6(1):21{53, 1993.

Oded Goldreich. Foundations of Cryptography: Basic Tools Cambridge University
Press, 2001.

Iftach Haitner, Omer Horvitz, Jonathan Katz, Chiu-Yuen Koo, Ruggero Morselli, and
Ronen Shaltiel. Reducing complexity assumptions for stattically-hiding commitment.

In Proceedings of the 24th Annual International Conference onthe Theory and Appli-
cation of Cryptographic Techniques (EUROCRYPT '05), pages 58{77, 2005.

Johan HMstad, Russell Impagliazzo, Leonid A. Levin, and Michael Luby. A pseudoran-
dom generator from any one-way function. SIAM Journal on Computing, 28(4):1364{
1396, 1999.

Russell Impagliazzo and Michael Luby. One-way funcions are essential for complexity
based cryptography. In FOCS30, pages 230{235, 1989.

Russell Impagliazzo, Leonid A. Levin, and Michael Luby. Pseudo-random generation
from one-way functions. In Proceedings of the 21st Annual ACM Symposium on Theory
of Computing, pages 12{24, 1989.

Russell Impagliazzo and Steven Rudich. Limits on theprovable consequences of one-
way permutations. In Proceedings of the 21st Annual ACM Symposium on Theory of
Computing, pages 44{61, 1989.

58



[KSS00]

[Nao91]

[NOVY98]

[NVO8]

INY89]

[Ost91]

[OVY93]

[OW93]

[Rei05]

[Rom90]

[Rudsg]

[Sha49]

[Sim98]

[Vad99]

Je Kahn, Michael Saks, and Cli Smyth. A dual version of Reimer's inequality and
a proof of Rudich's conjecture. In 15th Annual IEEE Conference on Computational
Complexity (Florence, 2000) pages 98{103. IEEE Computer Soc., Los Alamitos, CA,
2000.

Moni Naor. Bit commitment using pseudorandomnessJournal of Cryptology, 4(2):151{
158, 1991.

Moni Naor, Rafail Ostrovsky, Ramarathnam Venkatesan, and Moti Yung. Perfect zero-
knowledge arguments for NP using any one-way permutation.Journal of Cryptology,
11(2):87{108, 1998. Preliminary version inCRYPTO '92.

Minh-Huyen Nguyen and Salil Vadhan. Zero knowledge \th e cient provers. In Pro-
ceedings of the 38th Annual ACM Symposium on Theory of Compirg, 2006.

Moni Naor and Moti Yung. Universal one-way hash functions and their cryptographic
applications. In Proceedings of the 21st Annual ACM Symposium on Theory of Com
puting, pages 33{43, 1989.

Rafail Ostrovsky. One-way functions, hard on averge problems, and statistical zero-
knowledge proofs. InProceedings of the 6th Annual Structure in Complexity Theoy
Conference pages 133{138, 1991.

Rafail Ostrovsky, Ramarathnam Venkatesan, and Mot Yung. Fair games against an
all-powerful adversary. AMS DIMACS Series in Discrete Mathematics and Theoretical
Computer Science pages 155{169, 1993.

Rafail Ostrovsky and Avi Wigderson. One-way functions are essential for non-trivial
zero-knowledge. InProceedings of the 2nd Israel Symposium on Theory of Compurtg
Systems pages 3{17, 1993.

Omer Reingold. Undirected ST-connectivity in logspace. InProceedings of the 37th
Annual ACM Symposium on Theory of Computing pages 376{385, 2005.

John Rompel. One-way functions are necessary and sient for secure signatures.
In Proceedings of the 22nd Annual ACM Symposium on Theory of Coputing, pages
387{394, 1990.

Steven Rudich. Limits on the Provable Consequences of One-Way Functions PhD
thesis, U.C. Berkeley, 1988.

Claude Shannon. Communication theory of secrecy siems. Bell System Technical
Journal, 28(4):656{715, 1949.

Daniel Simon. Finding collisions on a one-way strde Can secure hash functions be
based on general assumptions? IRroceedings of the 17th Annual International Con-
ference on the Theory and Application of Cryptographic Techiques (EUROCRYPT

'98), pages 334{345, 1998.

Salil Vadhan. A Study of Statistical Zero-Knowledge Proofs PhD thesis, Massachusetts
Institute of Technology, Cambridge, MA, August 1999.

59



A Proofs of Collision Probability Lemmas

We prove the lemmas presented in Section 6.1.

\d
CPY2((Xg;i; Xm)i(Ys i Ym) = CPY2(X4jv):
i=1

Note that X; and Y, can be correlated, it is only required that the pair(X;;Y;) be independent from
the other tuples.

Yn
CP((X1;::5; Xm)ivizyiiiYm=ym) =  CP(Xijvi=y,):

i=1

This gives us

CPY2 (X 137253 Xm)if Y2525 Yim)) i

= E cpl? (X1 Xm)ive=yeYm=ym)
(ya:inym)  (Ya:Ym) #

= CPY2 (Xijy,=y,) (by independence ofX;'s given Y1;:::; Ym)
(yuzsym)  (YoisYm) o
\d h i

= E  CPY2(Xijy=y,) (by independence ofY;'s)
= Yi Vi
yn

= CPY2(XijY)):
i=1

Lemma A.2 (Restatement of Lemma 6.4) Suppose random variable$X1;Y1);:::;(Xm; Ym) sat-

isfy the following conditions for some values of 1;:::; w2 R* andalli=1;2:::;m:

Then,
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Proof of Lemma 6.4. By induction, it su ces to prove

whenys;:::;ym 1 are clear from context. We prove (6) as follows:
CPY2 (X135 Xm)i(Yai:::5 Vi) i (7)
= E cpi2 (X1 5 X m)iva=yaYm=ym ) (8)
(yusym)  (Y135Ym) h )
[
= E E cpi2 ((Xas o X m)ivizyesYm=ym ) 9)

h i
E cpl? ((Xq;::5: X m l)lezyl;:::;Ym :ym) cp12 (X ijlzyl;:::;Ym :ym) (10)

= E
(yi;inym 1) ym YR
i
= E Cpllz((xl;:::;xm l)lezyl;:::;Ym 1= Ym 1) E cpl? (ijleyl;:::;Ym:ym)
(yi:mym 1) ym  Ym
11
h | (11)
= E  CPY((X1::15Xm Divizyi¥e 1=ym 1) CPY2(XRIYI) (12)
(yismym 1 h i
m E CPl/Z((Xl;:::;xm 1)jY1:y1;:::;Ym 1= Ym D) (13)
(Y1::5Ym 1)
CPY2 (X4;::5; Xm )i(Y1;::5; Ym 1) (14)
Equation (10) follows becauseX {;:::; X conditioned on Y1 = yq;:::;Ym = ym are indepen-
dent. Equation (11) follows becauseX;:::; Xm 1;Ym conditioned on Y1 = y1;:::;Ym 1= Ym 1
are also are independent. Finally, Equation (13) follows fom the assumption that CPY2 (X 2jY,9) =
CPl/Z (ijY1=Y1;ZZI;Ym 1=Ym 1ijjY1=y1;::::Ym 1=Ym 1) m

Lemma A.3 (Restatement of Lemma 6.5) Let (X;Y ) be any (possibly correlated) pair of random
variables, and letH H be chosen randomly (and independently fron{X;Y )) from a family of
pairwise-independent hash functions with a range of 0; 1g . Then,

CPY2((HIH(X))iY) CPY2(H) (CPY™(Xjv)+ "2 )
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Proof of Lemma 6.5.

cpm(ﬂ;H(X)jY)

- yEY CPYZ(H;H(X)jy=y)
i
= E, CPY2(H;H(X)jy=y)

q
EY CPY2(H)  CP(Xjy=y)+2 (since CPH;H(Z)) CP(H) (CP(Z)+2 ))

y .
h p '

E CPY2(H) CPY2(Xjy=y)+ 2
y Y

h p
=CP Y2 (H) E CPY2(Xjy=y) + 2
y Y
P—
=CPY2(H) (CPY2(XjY)+ 2 );
hence our result.

Corollary A.4  (Restatement of Corollary 6.6). Let (X;Y ) be any (possibly correlated) pair of
random variables, and letH H be chosen randomly (and independently from(X;Y )) from a
family of pairwise-independent hash functions with a rangef f0;1g . Suppose the hash functions

from H are represented by(q  )-bit strings and CPY2 (XjY) 2 ( *3) Then,

b
CPY2((H;H(X)jY) 2 @D
Proof of Corollary 6.6. Sincejhj=q , we have CPH)=2 (@ ). Therefore, by Lemma 6.5,
p___
CPY2(H;H (X)jY) CPY(H) (CPY*(XjY)+ 2 )
r— !

p 2 p___
2 (@ ) -+ 2
8

p _p_
<2(q)p2 p2

p
= 2 (g 1)-

Lemma A.5 (Restatement of Lemma 6.7) For any triple of (possibly correlated) random variables
X,Y and Z, p
CPY2(XjY) CPY(Xj(Y;2))  jSupp@)i CPY2(XjY):
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Proof of Lemma 6.7. For the upper bound,

h i
CPY¥2(Xj(Y;Z)) = E__ CP¥(Xjvz)(ya)
(v:z) (Y:2) 4
X . 1/2 H
= yEY PriZz = zjY = y] CP™*(Xjrv:z)=(y:z))
27 s 3

JE, 4" jSupp@)j (Pr(Z = zjY = y])* CP(Xjrviz)=(yiz))®

z

(by Cauchy-Schwartz)
X

PriY =yl ~ jSupp@)j CPY?(Xjy=y)
y .

h i
P _
jSupp@)j JE, CPY2 (X jy=y)

p__
jSupp@@)j CP¥?(XjY):

For the lower bound, consider the following: For eachy 2 Supp(Y) and z 2 Supp(Z), let vy,
be the vector (Pr[X = x" Z = zjY = y])szupp(X). Then,

X
cpl? (XjY:y) = Vy:z

X * 2
kvy:z K, (triangle inequality)
z

=CP Y2 ((Xiv=y)i (Ziv=y)):
Taking expectations overY for both sides yield our result.
Lemma A.6 (Restatement of Lemma6.8) LetH = fh: f0;1g" ! f 0;1g g be a family of pairwise-

independent hash functions, and lefg be the description of length of each element itd. If
CP(X) "2 2 ,then (( H;H(X));Ug) .
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Proof of Lemma 6.8. Let D =249
from uniform as follows:

(( HIH(X));Ug) = Zi(HH(X)  Ud,

%k(H;H(X)) Ugk,
pL_
_bt pCP(H;H(X)) 2 4

DL 1 1 1
— = S S—
2 D CP(X) L DL

CP(X) L

B Proofs of NOVY IH Hiding and Binding Properties

and L =2 . We bound the statistical distance of (H;H (X))

In order to prove Theorem 4.4, we need to show that the Interative Hashing Scheme §4;Riy),
namely Protocol 4.5, satis es the hiding and binding propeties of De nition 4.2. The correctness
of Protocol 4.5 is easy to see. The hiding and binding propeigs are captured by Lemmas B.1 and

B.2, respectively.

B.1 Hiding Property

Lemma B.1 (perfect hiding). Protocol 4.5 is perfectly hiding in the sense of the De nitin 4.2.

The proofs presented in this section and the next are very sititar in nature to those in [NOVY98],
with additional analysis needed to handle interactive hasling for multiple outputs.

Proof. The view of any R will be the hash functions hg; hy;

Consider the matrix H = ( hg; hy; _ :
and the equation Hy = c. Sinceh; is of the form 01f0;1g9 ' 1, the rst q

hq « 1 together with S's respond

k columns of the

matrix are linearly independent. Hence, any setting of the &st k bits of y will fully determine the
rst q k bits of it. These are the 2 K strings y that satisfy Hy = c.

B.2 Binding Property

Lemma B.2 (computational binding) . Protocol 4.5 is computationally binding in the sense of the

De nition 4.2.

64



We prove Lemma B.2 by providing an algorithm A that nds a valid witness (according to
relation W) for a random stringy f 0;1g"% with nonnegligible probability. Before describing A,
we provide the following de nitions.

De nitions. In the enumerated de nitions below, h; is of the form 01f0;1g% ' 1, and h;(y) =
hh;; yi. Without loss of generality, we can assume thatS is deterministic because every probabilistic
S can be converted to a (nonuniform) deterministic one with the same success probability and
running time by xing its random coins to maximize its success probability.

1. For 0 i< q, let H;j denote the set of hash functions of the form afo;1gd ' 1, e,
Hi=fOo'lw:w2f0;1g% ' 1g.

Let L; denote the set of nodes at level.

3. The set of compatible hash functions at nodeN 2 L; is denoted as

Comp(N;y) = fhi 2H; : S (N;h;j) = hi(y)g;

4. A string y is -balancedat N 2 L; if

1 Comp(N;y) 1+
2 JHij 2

A string y is -fully-balanced at N 2 L; if it is -balanced at all its parental nodes. That
is, letting N = (hg;:::;hj 1), y is required to be -balanced at all Ng = (hg);N1 =
(hoshg);::iiN = Nj 1=(ho;:::7hi 1).

forall 0 j<i. Let U(N) denote the set of compatibley’s with node N. Note that for
everyN 2 Lj, we havejU(N)j =29 ',

6. Let B(N) and F(N) denote the set of -balanced strings and -fully-balanced strings at
node N respectively. Moreover, letG(N) = U(N) nF(N) be the set of strings that are not
fully-balanced. Note that for every node N, we haveF(N) B(N) U(N).

7. Atevery nodeN 2 Lq «, we can assume WLOG thatS (N) outputs a pair of strings (Xo; zo)
and (x1;2z1), but it is not necessarily the case that any ofxp 2 We ().

Description of the witness nding algorithm. Algorithm A: Oninput y 2 f 0; 1g9; 19; 1 and
", do the following.

1. Set parameters =1=q =log(1=")+2log(q)+4log(l=)+4,and =q k.

2. Repeat the following fori =1;:::; 1

65



When A is at nodeN 2 Lj, explore along a randomh;  Comp(N;y) to get to a
new nodeN %= (N;h;) 2 Li+1. (This can be done e ciently by choosing a random
hi H ; and queryingS to make sure that h; 2 Comp(N;y), and repeat up to 8q
times if not. If after 8 g repetitive tries and fail to encounter any h; 2 Comp(N;y),

then output fail .)

3. AtnodeN 2 L ,chooserandomh H ::::;h, 1 H 4+ 1, toarrive at node & =
(N;h 5h45iiish o 1)2L 4 . (Notethat @ k= + ,andhenceN 2L ., =Lg k)

4. Query S (M) to get (Xo;z0) and (x1;z1). If either of C(z,) = v, then output Xxp,. Else, output
fall
It is clear that the above algorithm runs in polynomial time ( with oracle queries to S ). All
we need to show is that it succeeds with nonnegligible propdy, and we prove that property in the
following claims.

Claim B.3. For every nodeN 2 L;, the set of unbalanced stringsU(N)nB(N) 2= 2,

Proof of claim. Let X U(N) be a set of size 2, for some value ofd. We also interpret
X as a distribution that puts equal weights on each of its 2 elements.

Let H; be the set of hash functions after nodeN of the form 0'1f0; 1g? ' 1. Observe
that for every x 6 x° Pry, 1 [hi(x) = hi(x9] 1=2. Also, note that h; requires exactly

g i 1 bits to describe.
Computing the collision probabilities (using the notation H; to denote a random

hash function from that family), we get

Col((Hi; Hi(X))) Col(H;)(Col(X)+Pr{ Hi(X) = Hi(X9%: X 6 X9
Col(H;) (1=2°+1=2)

2 @1 D=2+ 1=2); whereas

Col( Hj) 1=2

2 @1 D (1=D):

Col((Hi; U1))

Therefore,

(( Hi;Hi(X));(Hi; V) = 1:2j(g|i;Hi()$))) (Hi; U1,
=2, 20 1 17 Col((Hi;Hi(X))) Col((Hi;Uy))

1=2 1=2d
= 2 d=2 l:
Setting d = 2log(1= ), we get that (( Hi;H;(X));(H;;Uy)) =2. Next, assume
for sake of contradiction that U(N) nB(N) > 291 = 2= 2 Then we will have a set

M U(N) nB(N) of size greater then @ with elements that are unbalanced in one
direction (i.e. all > 1=2+ ,orall < 1=2 ). But this contradicts the assumption that

(( Hi;Hi(T));(Hi;Uy) =2 (sincejTj> 29).

The next claim follows by a union bound on the unbalanced elerants.
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Claim B.4. For every nodeN 2 Lj, the set of strings that are not fully balanced G(N) = U(N)n
F(N) 2= 2. In particular, for =1=q jF(N)j j UN)j=2fori q 4loga.

Claim B.5. For every nodeN 2 L , the fraction of children nodes N , with greater than one
element from G(N) is at most "=4.

Proof of claim. Consider any xed nodeN 2 L . The number of non-fully-balanced
(aka bad) elements in that node isG(N). Hence, the number of pairs of these bad
elements is at mostjG(N)jz. Since for eachx 6 y 2 U(N), Pr[hi(x) = hj(y)] 1=2
for all i< + |, the fraction of children nodesN®2 L , with greater than one
element from G(N) is at most jG(N)j2=2 .

Since =log(1=")+2log(q)+4log(l=)+4, we can bounde(N)j2=2 as follows:

IG(N)? 2 @ 2%
4q2 42
< "=4
The result follows.
AnodeN 2 L , = Lqg g is witness revealingif both of S (N)'s outputs, namely (Xo; zo) and

(X1;21), satisfy C(zp) 2 U(N) and X, 2 W (z,), for b2f0;1g. AnodeN 2 L is said to begood if
greater than "=2 of its children at level g k are witness revealing.

Claim B.6. The fraction of good nodes at level is at least "=2.
Proof of claim. By the assumption that
Pr{Xo 2 We(z0)" X1 2 Wezy) : C = (S ;R)(L% 1); ((X0; 20); (X1521)) = outputs (S ;R)] >

we know that at least " fraction of all the nodes at levelq k are nonbinding. And, by
a Markov bound, we have that "=2 fraction of nodes at level are good.

Claim B.7. Forany xed N 2L andy®2 F(N), we have

1 1 1 o 1 1
5 @) L] Pr[A reachesN * y = y9 5 d ) LT

where the probability is taken overy 2 f 0; 1g% and the random coins ofA.

Proof of claim. Let N = (hg;hy;:::;h 1), and for 1 i , dene Nj =

Prly = y9 Pr[A reachesN]

A
j=o COMP(N;:y)

Pr[A reachesN ~ y = y9

Yt o 1




To get the lower bound, we use very similar techniques.

[A reach 9 A
Pr[A reachesN "y =y = 2 —_—
j=o COmMP(N;:y)

Yt o 1

Our result follows.

Claim B.8.

: N .
Pr[The node N reached byA is good * y 2 F(N)] aar

where the probability is taken overy 2 f 0; 1g% and the random coins ofA.

Proof of claim. Let N 2 L be any good node at level . Then,

Pr[A reachesN *y2 F(N)] = X Pr[A reachesN " y = ¥/

y%2F (N)
X 1 1 1
yOZF(N)J'LJ' 29 (1+ )

_ JF(N)j 1 1

T iLj @+ )

_ JF(N)j 1 1
JUN)j jLj @+ )
1 1 1

2L @+ )’

with the last inequality following from the fact that jF(N)j=jU(N)j 1=2, noting
q 3logq (refer to Claim B.4).
There arejL j nodes at level , and at least "=2 fraction of them are good. Hence,
we multiply the above probability by ( "=2)jL j to get our stated result.

Claim B.9. In any good nodeN 2 L , the fraction of nonbinding children of N at level + that
has one or less image iG(N) is at least "=4.

Proof of claim. The fraction of nonbinding children is greater than "=2, and by

Claim B.5, the fraction of children nodes of N with greater than one element from
G(N) is at most "=4.

Claim B.10. Forany xed N 2L andy®2 F(N), we have

11 _
JF(N)j 1+ '

where the probability is taken overy 2 f 0; 1g% and the random coins ofA.

Prly = yYA reachesN ~ y 2 F(N)]

68



Proof of claim. Forany xed N 2L andy®2 F(N),

Pr[A reachesN "y = y9
Pr[A reachesN *y 2 F(N)]’

Prly = yA reachesN ~ y 2 F(N)] =

For the numerator, by Claim B.7,

1 1
jLj 29 1+ )

Pr[A reachesN ~ y = y9

For the denominator, also using Claim B.7,

Pr[A reachesN "y 2 F(N)]

Pr[A reachesN "y = y9

yO2F (N)

X 1 1 1
ooronl 12 @)
_ 11 1

Combining the two, we have our result.

We have now reached our nal claim to complete the proof of thebinding theorem.

Claim B.11.

fPor1 Ay 2R,]>c ("3q 82 ) exp(g); for some constantc > 0.
yf 01g

Proof of claim. Note how A operates. On inputy, it follows a random compatible
(with y) hash functions h; out of nodeN 2 Lj, forl i< , and then takes random
hi's (not necessarily compatible withy) when i< + . (For now, we can ignore
failure to obtain compatible hash functions.)

Our algorithm A will nd a valid witness for vy if the following conditions happen.

1. Algorithm A reaches a good nod®&N 2 L suchthaty 2 F(N). By Claim B.8,
this happens with probability at least "=(4(1 + ) ).

2. Algorithm A reaches a witness revealing child with at most one element iG(N ).
Given that (1) occurs, by Claim B.9, this happens with probability at least "=4.
In this case, S will output ( Xg; Zg) and (x1; z1), such that at least one (Xp; zp) will
be such thatxp 2 Wc(z,) and C(zp) 2 U(N)nG(N) = F(N). Let y0= C(z).

3. The string y = y°= C(z,). If this happens, then A will output X 2 Ry, a valid
witness fory. By Claim B.10, we have that

1 1

= N 0
Prly = yYA reachesN ~ y°2 F(N)] FN) 1+
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Combining all the probabilities, we have

" " 1 1
41+ ) 4 jF(N)] 1+
1 n2 1 q
2 +k 32 1+ )2

Pr [A(y)2R
Ji i lAY) 2 Ry

With settings of = 1=qand = log(1=")+ 2log(q) +4log(1=)) + 4, we have
the probability of nding a witness to be greater than ¢ ("3q 62 ), for some constant
c O

Finally, we need to account for the case when we fail to nd conpatible hash func-
tions h; out of nodeN 2 L, for1 i< . However, because our analysis has only
focused on fully balancedy, and we repeat & times to nd a compatible hash, the
probability of failure is exponentially small. Therefore, the overall success probability
is greater thanc ("3q 82 ¥)  exp(q).
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